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What's a Nova Server?

Also known as instance

It’s an abstraction of virtual and physical server technologies

Pause Create @ Start Attach disk
snapshot Delete ° REVE Resize Network
Whatthe  pesume Stop List  view console
user sees
How it’s

implemented
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What’s in a server:
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Server
Launch

Launching a server
Console and network access

SSH keys

Personalizing the server:
Metadata and Userdata

Other things you can do with a server




Launching a Server from the GUI

Launch Instance

Details *

*
Source

Flavor *

MNetworks

MNetwork Ports

Security Groups

Key Pair

Configuration

Server Groups

Scheduler Hints

»® Cancel

Instance source is the template used to create an instance. You can use a snapshot of an existing instance, an 0
image, or a volume (if enabled). You can also choose to use persistent storage by creating a new volume.
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Launching a Server from the Command Line

Gathering Required Details

S openstack image list S glance image-list
S openstack flavor list S nova flavor-list
S openstack network list S neutron net-1list



Launching a Server from the Command Line

Reference = Name or ID

S openstack server create

--image IMAGE_REFERENCE
--flavor FLAVOR_REFERENCE \
--nic net-id=NETWORK_ID \
NAME _OF _INSTANCE

S nova boot --image IMAGE_REFERENCE \
--flavor FLAVOR_REFERENCE --nic net-id=NETWORK_ID \
NAME_OF _INSTANCE



Universally Unique What iS an |D’p

Identifier

Almost everything has a UUID:

S openstack server list

Contains time

Fom T and a node ID, e.g. MAC RIS N
ID Status Networ
R D o - e
1797043c-1b42-4ec9-aed42-19874112c3be | titani ACTIVE titan-
6dabb98d-06dca-4ffa-8e68-e3488d3¢c005d | titanT ACTIVE titan-

Optional name

Doesn’t have to be unique




What is an |D?

Almost everything has a UUID - with some exceptions:

S openstack flavor list




DU KDL DU KNU; UL

Listing, Starting, Stopping, Deleting Servers

openstack server 1list
nova list

openstack server show SERVER_REFERENCE
nova show SERVER_REFERENCE

openstack server stop SERVER_REFERENCE
nova stop SERVER_REFERENCE

openstack server start SERVER_REFERENCE
nova start SERVER_REFERENCE

openstack server delete SERVER_REFERENCE
nova delete SERVER_REFERENCE

Data on server’s disk
disappears



Server Snapshots

new image
DDADD S openstack server image create
_ S nova image-create
Disk
— S openstack image save
— — -
:@: I
T 11
other cloud
double-ip  cirros 10.0.0.112 m1.tiny demokey Shutoff nova None g:::n ?ys, Start Instance | =

10.0.0.15 Create Snapshot g
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Launching, listing, shapshotting servers
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openstack console log show

Instance Details: myserver
nova console-1log

openstack console url show ¥ | ks cton Log
R get-an—Console Instance Console Log

CPU(s): 1 @ 2491.890 MHz
Cores/Sockets/Threads: 1/1/1
Virt-type: AMD-V
RAM Size: 491MB

Log Length | 35

Vv DU

3.8344241 > cubic rculxiﬁftd

. Y e . s N . Disks:
.1.H t)ﬂ( 31 NP;l: lhruff\turw:d protocol lJ\m¥ll; lf? NAME MAJ I SIZE LABEL MOUNTPOTINT
}.IiU;LIOf)] ql;r: Ih:ufr;tuxw:d protocol family 17 vda 253:0 1073741824
}.8856631 511|1511~r!ru! the dns fﬂ?ﬁf)lvfﬂ“ key type dal 25 I BB1081120: Cirras. roGEEe 7
.9441481] Freeing initrd memory: 3440k freed s ppa e TS
.954458] registered taskstats version 1 o S -
: -----BEGIN SSH HOST KEY KEYS-----
0256251 usb 1-1: new full-speed USB device number 2 using uhci

ssh-rsa AAAABINzaClyc2EAAAADAQABAAAAGNGEOYS IFuvnvgIMUAFGX x++HWyNun/ riXMrnkiZwwIk/IT1YddEFYSO
ssh-dss AAAAB3NzaClkc3MAAACBAND]ltUwa3SKLS8gaEichQxbcJ0SwBFsmnwsLvBQYyroicv LHEM+OxT4SePyowW
----- END SSH HOST KEY KEYS-----

rk info ===

: lo,up,127.9.0.1,8,::1

.3074391 Magic number: 9:165:809

.312680]1 rtc_cmos 00:01: setting system clock to 2017-07-05 00:1
5791)

.313171] powernow-k8: Processor cpuid 6d3 not supported

.316045]1 BIOS EDD facility v0.16 Z2004-Jun-25, O devices found
.316045]1 EDD information not available.

3669961 Freeing unused kernel memory: 924k freed

4.4302381] UWrite protecting the kernel read-only data: 12288k
4.5372181 Freeing unused kernel memory: 1600k freed
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/24 dev eth® src 10.0.0.8
254.169.254 via 10.0.0.1 dev ethd
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4.626411]1 Freeing unused kernel memory: 1188k freed

further output written to s/dev/ttySO

login as ’cirros’ user. default password: ’'cubswin:)’. use ’'sudo’ for root.
myserver login:

login as ’'cirros’ user. default password: ’'cubswin:)’. use 'sudo’ for root.
myserver login: cirros




Security Groups

Security Group

SSH (22)
TCP I
UDP web
ICMP (80, 443)

SSH




Security Groups

Security Group Project’s Default Security Group:

Egress: no limit
Tep default ‘ 9

UDP

cMP %% %

o) 2]
=

Ingress
SSH « From default: no limit
* From elsewhere: blocked




SSH (22)

web
(80, 443)

Security Groups in the GUI|

M
M

Overview ACCESS & SECU rity

Instances
Security Groups Key Pairs Floating IPs APl Access
Volumes ty P Y J
Filter + Create Security Grou i Delete Security Gro
O Name Description Actions
Access & Security
default  Default security grou Manage Rules
MNetwork > = ty group B
Orchestration > O ssh Opens ports required for S5H and permits ICMP echo requests to reach the instance Manage Rules

Object Store > Displaying 2 items
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openstack
openstack
openstack

openstack

SSH (22)
ﬁ

Security Group Commands |

Security group rule create ="
Rule 1: “IPv4 egress allowed”

(o]

(o]
I

o

(L1 i

[LoL I} {1

security group create NAME

server add security grou-

security group rule list NAME



Floating IPs

instance Workflow

10.0.0.4 1. Is a floating IP available?

2. If not, obtain one from an external network
3. Associate the floating IP with the server

Floadlihg IP

Dest 10.0.0.4




Floating IP in the GUI

1. No Iiloating IP available

2. Creete ohe

3. Ass\ociate it with a server

Compute

Access & Security

Instances

Security Groups Key Pairs

Volumes

Images
IP Address

Access & Security

O 172244230

Floating IPs

Mapped Fixed IP Address

APl Access

webserver! 10.10.10.6

% Allocate IP To Project £ Release Floatin

FPool Status

public Active Disassociate

MNetwork >
Images
Metwork >
Orchestration >
Object Store >
Identity >

O IP Address

O 172244230

O 172244237 -

O 172244229

Displaying 3 items

Mapped Fixed IP Address Fool Status Actions

webserver! 10.10.10.6 public Active Disassociate
public Down | Associate

webserver2 10.10.10.5 public Active NEEEELEICE ~
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T T Tt




openstack

openstack

openstack

openstack

openstack

Floating IP Commands

floating ip 1list
floating ip create EXTERNAL_NETWORK
server add floating ip SERVER IP_ADDRESS

Be a good citizen or

reduce the bill

server remove floating ip

floating ip delete IP_ADDRESS



Console and network access




What Have We Done so Far?
Security Group

Flavor ” console “
RAM GB
image I:IEIEIEI -
Q
= =19

i - CPUs
cloud-init @ oublic
Floating IP




No Password

What’s in a server:
Overview of server concepts

Launching a server
Console and network access
SSH keys

Personalizing the server:
Metadata and Userdata



SSH Keys

SSH

Private key ngﬁiﬁey
in file key.pem key pemg

Keypair DB



SSH Key Management: GUI|

Launch Instance

Details * Access & Security

Key Pair @

No key pairs available

Security Groups @

) ssh

| default

Networking *

j-l-

Post-Creation Advanced Options

Control access to your instance via key pairs, security
groups, and other mechanisms.

& openstack

Project

Compute

Overview

Instances

Volumes

Images

Edemo~

Access & Security

Security Groups @ Floating IPs AP| Access

Q |+ Create Key Pair

Key Pair Name Fingerprint
No items to display.

Displaying 0 items

& demo v

& Import Key Pair

Actions
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SSH Key Management: Command Line

openstack keypair create NAME > key.pem Existing kev fil
chmod 600 key.pem AR ATIIE
openstack keypai New private key file oublic-key key.pub
openstack keypaililiasee itk ey NAME

openstack server create .... --key-name NAME ...

nova keypair-add NAME > key.pem

nova keypair-add --public-key key.pem NAME

nova keypair-show NAME

nova boot .... --key-name NAME ...



Key pairs




Personalization

What’s in a server:
Overview of server concepts

Launching a server
Console and network access
SSH keys

Personalizing the server:
Metadata and Userdata



Personalizing Your Instance

Disk

metadata
service

— i

Other information
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openstack server create \
--property nservers=15

openstack server create \
--user-data my-script.sh

openstack server create \
--user-data my-config.yaml

openstack server create \
--file /root/db.cfg=db.cfg

nova boot --meta KEY=VALUE
nova boot --user-data ...
nova boot --file ...

—xamples of Instance Metadata HH“

< Key-Value pairs

« Script (any scripting language)

« Cloud-config file

« File injection

4 Nova client



User Data
#!/bin/bash

#!/usr/bin/perl

cloud-init: .
- retrieves user-data file #!/usr/bin/awk
from metadata service
- executes script metadata .
“—or service #cloud-config
processes cloud-config file
n - several other formats
(9zip, MIME, ...) other formats

Documented at http://cloudinit.readthedocs.io




cloud-config

Declarative

Describes the changes, not the steps for making changes

Written in YAML

YAML Ain’t a Markup Language, common data declaration format

Simple

Faster to write, less errors than procedural scripts



ey vawe CloOud-config Examples

#cloud-config o e R

timezone: “Asia/Tokyo”

package_upgrade: true

#cloud-config Upgrades all packages

c Works for all package managers
packages:

- pwgen #erl nnrl—r:onfj_g
— nact+tahaina+

.......... nfp:
- - libpython2.7 servers:

~ 2.7 .3-gubuntu3. - my.ntp.server.local
- ntp.ubuntu.com
- 192.168.23.2
Instal_l§ the p_ackage_s Installs NTP if necessary
Specific version of libpython ) )
Configures NTP with the above servers
Works for all package managers

map



How the Instance Retrieves Metadata

cloud-init
Metadata:
curl http://169.254.169.254 | Metadata SSH keys
Service K-V pairs
data in JSON format user data
(RESTful API) injected files
n /dev/sr0
o ==

config drive
Looks like CDROM attached to server
openstack server create ... --config-drive=true



Key-value metadata
Access to the metadata service
User-data and cloud-config

Config-Drive




What’s in a server

summary

Launching one
- Images, flavors, snapshots

Accessing it
- SSH keys, security groups, floating IPs

Personalizing it
- cloud-config, metadata API




