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Generations and Versions




E¥ Administrator: Windows PowerShell

PS C:\> Get-W | fl name,version,generation

Name
version

Generation :

Name
vVersion

Generation :

Name
version

Generation :

Name
vVersion

Generation :

Name
version

Generation :

Name
version

Generation :

Name
version

Generation :

Name
version

Generation :

Name
version

Generation :

Name
vVersion

PS C:\>

: Globomantics DC2 2016

S

: Globomantics Linux

-

: Globomantics NETDNS S2012
=540

P

: Globomantics RAS1 2016
: 8.0

2

: Globomantics S2019
= 8v0

2

: Globomantics Win7

i

: Globomantics wWin81

05

: Globomantics wS1l wl0
=8-0

2

: Globomantics wWS2 wl0
: 8.0

2

: Globomantics wS3 wl0
=820
Generation :

VM generations:

Design choice at time of VM creation
Affect devices available to the VM

Also affect OS compatibility
- Gen2 VMs require a newer OS

VM versions:

Independent of generation

Associated with versions of Windows
Server

Affect features available to the VM



Once you select the generation at the
time you create a VM, you cannot
change it later.



Genl

<

Generation 1 VMs

BIOS boot

Devices emulated in software:
- IDE controllers
- SCSI controllers (non-booting)
- Network adapters
- COM ports
- Virtual floppies

Windows XP+




Gen2

<

Generation 2 Advantages

13

Supports “enlightened” operating systems
PXE boot using standard NIC
UEFI (and Secure Boot)

Virtual SCSI controller (up to 64 devices)
- Boot from SCSI (VHDX or ISO)

Max boot volume 64TB versus 2TB

Resize VHDX boot volume while running



Gen2

<

Generation 2 Drawbacks

@

No Windows 7, Server 2008R2, or earlier
- Windows 8+ (64-bit only)

Can no longer access physical DVD drive
No IDE controllers

Can no longer boot to a VFD
- Or use one at all

No COM ports initially
- Can be added via PowerShell



Gen2

Generation 2 In Azure

D

Now supported, except for:
- Secure boot
- Virtual TPM
- VHDX
- Shielded VMs
- Virtualization-Based Security



OS Support for Generation 2 VMs

Gen2

<

=

Server 2012+, Windows 8+ (x64)
RHEL/CentOS 6.x+ (6.x requires S2016+)
Debian 8.x+

FreeBSD 11.1+

Oracle Linux 7.x+

SUSE Linux Enterprise Server 12+
Ubuntu 14.04+



Exploring generational differences




Virtual Machine Versions

Upgrade Configuration Version X

I Are you sure you want to upgrade the
" configuration version of the selected virtual
machine(s) and any associated checkpoints?

This will prevent the virtual machine from being migrated or
imported on Hyper-V servers running previous versions of
Windows.

[l Please don't ask me again Upgrade I £ Don't Upgrade i

Check with Get-VM or Hyper-V Manager

Update with Update-VMVersion or Hyper-V
Manager “Upgrade Configuration Version”

- VM must be off
- No downgrades

Associated with the server version where
the VM was created

Host operating system defines maximum
version possible for VM

- Get-VMHostSupportedVersion



Supported VM Versions by Host OS

<

<

Windows Server 2012 R2
- 50

Windows Server 2016
- 5.0,6.2,70, 71, 8.0

Windows Server 2019

- 5.0,06.2, 7.0, /1, 8.0,
8.1, 8.2, 8.3, 9.0



Need to build a VM
for a legacy OS?

To create a VM with a version
older than the default, use the
parameter -version with the
PowerShell cmdlet New-VM.



Features by VM Version: 6.2 (Server 2016 TP3)

'

<

Hot add/remove memory
Linux secure boot

Production checkpoints
- More robust; backup inside the guest

PowerShell Direct

VM grouping
- For administrative activities



Features by VM Version: 7.0 (Server 2016 TP4)

v ¢ e v : Virtual TPM
e o ~ - Enables BitLocker within a VM




Features by VM Version: /71 (Server 2016 TP5)

V : 3 V : VM Multi-Queues (VMMQ)
o o . - Multiple traffic queues per VM




Features by VM Version: 8.0 (Server 2016)

<

Key storage drive
- Encryption option for Gen1 VMs

Guest VBS support
- Device Guard, Credential Guard, etc.

Nested virtualization

More virtual processors
- 240 vs. 64

Large memory VMs
- 12TB vs. 1TB



Features by VM Version: 8.3 (Server 1803)

v E E v E Increase default maximum of virtual
¢ o . devices to 64




Features by VM Version: 9.0 (Server 2019)

Additional processor features for
Performance Monitor

Provide SMT (Simultaneous
MultiThreading) for VMs

Hibernation support
Support for Linux in shielded VMs

Shielded VM enhancements for branch
offices with intermittent connectivity



Memory Settings




Configuring VM memorvry:

Static (fixed) value
Dynamic memory
Persistent memory

Smart paging




The Importance of Memory

Memory is a major determinant of VM
performance and stability

Static vs. dynamic
D D D D - Static: predictability
- Dynamic: efficiency
Persistent memory = fast RAM as storage

- Even faster than virtual disks on SSD

Smart paging = insurance policy




Static Memory Settings

RAM
- Fixed amount the VM will always see

- If physical memory available is less than
this amount, VM will not start

D D D D - Property of the VM in Hyper-V Manager
and Windows Admin Center
- Set-VMMemory in PowerShell

Weight
- Slider to prioritize one VM versus others
In case of contention

- (Also available with dynamic memory)




Dynamic Memory Settings

Hininjn

Startup
- What the VM sees at boot time

Minimum
- The least amount the VM will receive

- Could be lower than the startup value

Maximum
- The greatest amount the VM will receive

Buffer
- Useful as the VM readjusts to demand



7 Settings for VM1 on HYPERV1

lVM1 v ‘ i » O
A Hardware W# Memory
l" Add Hardware
Frmware Specify the amount of memory that this virtual machine can use.
Boot from File RAM: 2048 MB
. Security -
Secure Boot enabled Dynamic Memory

2048 MB
1 Processor
1 Virtual processor
= & scsI Controller
= Hard Drive
VM1.vhdx
.., DVD Drive
en_windows_10_business_edit...
@ Network Adapter
Not connected
A Management
Name
VM1
B Integration Services
Some services offered
t#  Checkpoints
Production
ﬁ' Smart Paging File Location
C:\ProgramData \Microsoft\Windo...
ﬁg» Automatic Start Action
Restart if previously running
ffs Automatic Stop Action

Save

You can allow the amount of memory available to this virtual machine to change
dynamically within the range you set.

ynamic Memary

Minimum RAM: MB
Maximum RAM: MB

Specify the percentage of memory that Hyper-V should try to reserve as a buffer.
Hyper-V uses the percentage and the current demand for memory to determine an
amount of memory for the buffer.

Memory buffer: ‘ 20 l':“j: %

Memory weight

Specify how to prioritize the availability of memory for this virtual machine
compared to other virtual machines on this computer.

Low ' High

o Specifying a lower setting for this virtual machine might prevent it from
starting when other virtual machines are running and available memory is low.

A Some settings cannot be modified because the virtual machine was in the following
state when this window was opened: running.
To modify a setting that is unavailable, shut down the virtual machine and then
reopen this window.

[ o | | concel | Apply




Windows Admin Center  Server Manager

hyperv1.company.pri

Tools

O

& Roles & features

% Scheduled tasks

5 Services

Storage

@,E] Storage Migration Service

B

B Storage Replica
#1] System Insights

@ Updates

Virtual machines

€3 Virtual switches

@ Settings

Settings for VM1

70z General
B Memory

Processors

(8]

Disks

ot

Networks
Bz Boot order
(© Checkpoints

@, Security

Microsoft

Memory

Startup memory (GB) *

Enable dynamic memory

Minimum memory (GB) *

Maximum memory (GB) *

Memory buffer (%) *

Memory weight

1.5

0.625

20

Close




EN Administrator: Windows PowerShell

PS C:\Windows\system32> get-vmmemory , hypervl
VMName DynamicMemoryEnabled Minimum(M) Startup(M) Maximum(M)

PS C:\Windows\system32> set-vm -c¢ 2PN hypervl vml
PS C:\Windows\system32> set-vm te > hypervl -vmname vml
PS C:\Windows\system32> set-vm me hypervl me vml
PS C:\Windows\system32> get-vmmemory -computername hypervl
VMName DynamicMemoryEnabled Minimum(M) Startup(M) Maximum(M)

PS C:\Windows\system32>




Dynamic Memory

RAM used by VM1

At startup

RAM used by VM2

At startup




Dynamic Memory

RAM used by VM1

Under heavy load

RAM used by VM2

At idle




Dynamic Memory

RAM used by VM1

Under moderate load

RAM used by VM2

Under moderate load




The effect of dynamic memory




Persistent Memory: Concept

Similar to “RAM disk” of yesteryear

—— - Persistent storage at fast RAM speeds

- DIMM slot = closer to processor
- Battery backup = nonvolatile

o
]
o
u

Newly supported for VMs in Server 2019

o
]
o
u

NVDIMM, NVM, SCM

Implement via BIOS/UEFI, PowerShell




Persistent Memory: Implementation

Al

Relevant PowerShell (full syntax omitted):
Get-PmemUnusedRegion | New-PmemDisk
Initialize-Disk

New-Partition

Format-Volume —FileSystem NTFS
—IsDAX STrue

Add-VMPmemController —VMName <name>

New-VHD —Path <path>.vhdpmem
—SizeBytes <size> -Fixed



Persistent Memory: Implementation

o
]
o
u

o
]
o
u

Add-VMHardDiskDrive —VMName <name>
-ControllerType PMEM —-Path <path>

Within the VM:
- Initialize disk

- Create and format volume using
ISDAX parameter



Persistent Memory: Limitations

Generation 2 VMs only
No live migrations

No storage migrations
No dynamic resizing

No production checkpoints



LR K
mﬁ

.

[=

1
n
1
u

Smart Paging

Uses disk space as an emergency reserve

Only used for extra memory needed during
startup

Deals with scenario where multiple VMs
reboot at the same time and RAM is low

Only configurable parameter is pagefile
location

- Hyper-V Manager
- Set-VM ... -SmartPagingFilePath




% Settings for VM1 on HYPERV1

VM

v

4 » |0

A Hardware

l" Add Hardware
3 Firmware
Boot from File

. Security

Secure Boot enabled
B Memory
2043 MB
u Processor
1 Virtual processor
= &8 scsI Controller
- Hard Drive
VM1.vhdx
'..) DVD Drive

U Network Adapter
Not connected

A Management

en_windows_10_business_edit...

Name
VM1

E] Integration Services
Some services offered

% Checkpoints
Production

#= Smart Paging File Location

C:\ProgramData \Microsoft\Windo. ..
E.;‘g» Automatic Start Action

Restart if previously running
E‘-’i‘ Automatic Stop Action

Save

ﬁ Smart Paging File Location

Choose where to store the Smart Paging files for this virtual machine.

| C:\ProgramData \Microsoft\Windows\Hyper-V

Browse...

Apply




Processor Settings




O
241

Processor settings to consider:

CORE BOOST .

Number of processors to emulate

Resource control

-
-
-
-
-
-
-
-
-
-
-

Scheduler type
Compatibility mode

Non-Uniform Memory Access (NUMA)




Numlber of Virtual Processors

Maximum vCPUs per host = 2048

Maximum vCPUs per VM = 240 (1)

- BUT you cannot have more vCPUs than
you have logical processors in the host




1 CPU, 6 Cores, 12 Logical Processors

1% Task Manager - O X

File Options View

........

Processes : Performance : Users Details Services

CPU C P U :
S 69T G Intel(R) Core(TM) i7-10710U CPU @ 1.10GHz

= het % Utilization over 60 seconds 100%
Memory
11.5/63.8 GB (18%)

D A
| Ethernet
) '| S: 104 Kbps R: 16.0 Kbps

Intel(R) UHD Graphics
5%

I —A ﬂ__ﬁ_k‘w‘,__.___/\— ~ g e e P v

Utilization  Speed Base speed: 1.61 GHz
2% 0.97 GHz Sockets: 1
’ Cores: 6

Processes  Threads  Handles Logical processors: 12

1 20 1 3‘] 6 46351 Virtualization: Enabled

_ L1 cache: 384 KB
Uptime V2 cachiec 15MB
2:12:11:23 L3 cache: 12.0 MB

’E | Fewer details @ Open Resource Monitor




7 Settings for VM1 on HYPERV1

M Iv] « » |®
A Hardware u Processor
l" Add Hardware
B Ermware You can modify the number of virtual processors based on the number of processors on
. the physical computer. You can also modify other resource control settings.
Boot from File ;
. Security Number of virtual processors: 2 '[-Eji
Secure Boot enabled
W& Memory Resource control
1536 MB You can use resource controls to balance resources among virtual machines.
D Processor Ij]

2 Virtual processors
= & scsI Controller
- Hard Drive
VM1.vhdx
'..) DVD Drive

U Network Adapter
Not connected

A Management

en_windows_10_business_edit...

Name
M1

E] Integration Services
Some services offered

t#  Checkpoints
Production

ﬁ Smart Paging File Location

» Automatic Start Action

ﬁg Automatic Stop Action

Save

C:\ProgramData\Microsoft\Windo...

Restart if previously running

Virtual machine reserve (percentage):

Percent of total system resources:

Virtual machine limit (percentage):

Percent of total system resources:

Relative weight:

0

100

2

| cancel | Apply




Windows Admin Center  Server Manager Microsoft

hyperv1.company.pri

Tools < Settings for VM1
0 ¢3: General Processors
2T - B Memory Number of virtual processors * 2

"E Roles & features
{0} Processors

Enable nested virtualization |:|
% Scheduled tasks A
& Disks
: Enable Simultaneous Multithreading (SMT)
i3 g
tx Services v/
- Networks .

E Storage

Bz Boot order

By Storage Migration Service ’
o 9= (® Checkpoints

Storage Repli ,
B StoragE Replica @, Security

#] System Insights

Updates

Virtual machines

€3 Virtual switches

Close

@ Settings




More is not Always Better

1l
L1l

Il
L1l

Il

Guest CPU synchronization can add
overhead

Point of diminishing returns
Testing (as usual) is recommended

CPU-intensive applications can benefit
from multiple virtual CPUs



Resource Control: Lower Limit

Virtual machine reserve
- % of allocated vCPUs to set aside

Percent of total system resources

- (VM reserve) X (allocated vCPUs)
+ (host logical processors)




Resource Control: Upper Limit

Virtual machine limit (%)
- Maximum % of allocated vCPUs

Percent of total system resources

- (VM |limit) X (allocated vCPUs)
+ (host logical processors)

Relative weight

- How to allocate CPU time when multiple
VMs are contending for resources




E{] Settings for HyperV1 on 1S1-52019

[ HyperV1 v ’ 4 » |0
A Hardware D Processor
l" Add Hardware
Eimiware You can modify the number of virtual processors based on the number of processors on
. the physical computer. You can also modify other resource control settings.
Boot from File ]
@ security Number of virtual processors: 2+
Secure Boot enabled
B Memory Resource control
4096 MB You can use resource controls to balance resources among virtual machines.

=l u Processor
2 Virtual processors
3 compatibility
1 numa
= &d sCsI Controller
= Hard Drive
HyperV1.vhdx
U Network Adapter
Company Private
A Management

Relative weight:

Name
HyperV1
E] Integration Services
Some services offered
4, Checkpoints
Production
Fﬁ' Smart Paging File Location
C:\HyperV-VMs\HyperV1
ng Automatic Start Action
Restart if previously running
ﬁg Automatic Stop Action

Save

Virtual machine reserve (percentage):

Percent of total system resources: 8
Virtual machine limit (percentage):

Percent of total system resources: 16

A Some settings cannot be modified because the virtual machine was in the following
state when this window was opened: running.
To modify a setting that is unavailable, shut down the virtual machine and then
reopen this window.

1| cancel ||

i

Apply




Hypervisor Scheduler Type

1—0

How the hypervisor allocates CPU time

Core scheduler
- Introduced in Server 2016
- Default in Server 2019

- Reduces vulnerability to certain security
threats (“side-channel snooping”)

- VMs can use multithreading (SMT) if
supported on host

Classic scheduler
- Fine for most environments



Windows Admin Center

Server Manager

= Microsoft

hyperv1.company.pri

Tools

Q Overview

A\ Azure hybrid services
£ Azure Backup

% Azure File Sync

Cﬂ Azure Monitor

Azure Security Center
% Certificates

L Devices

Events

Files

@ Settings

<

Settings

General

Environment variables
Azure Arc for Servers
Power configuration
Remote Desktop

Role-based Access Control

Hyper-V Host Settings

General

Enhanced Session Mode
NUMA Spanning

Live Migration

Storage Migration

General

e e CA\Users\Public\Documents\Hyper-V\Virtual H
Virtual Machines Path™ © C\ProgramData\Microsoft\Windows\Hyper-V

Hypervisor Scheduler Type O

@ Core Scheduler (Recommended)
O Classic Scheduler




Processor Compatibility Mode

Lets us “live migrate” a running VM to a
host with a different CPU version

- Must stay within same manufacturer
(Intel, AMD)

- Disables some advanced features

- May not need if CPUs are same
generation

- Not meant to be on permanently




% Settings for VM1 on HYPERV1

VM v| 4« » |0
A Hardware [ compatibility Configuration
l" Add Hardware
Frmware Processor compatibility
Boot from File You can limit the processor features that a virtual machine can use. This improves
. Saiikity the virtual machine's compatibility with different processor versions.
Secure Boot enabled [] Migrate to a physical computer with a different processor version
W& Memory
1536 MB

= [} Processor

2 Virtual processors

3 numa

=1 & ScsI Controller

= Hard Drive
VM1.vhdx

) DVD Drive

en_windows_10_business_edit...

U Network Adapter

Not connected

A Management

1] Name
VM1
El Integration Services
Some services offered
t# Checkpoints
Production
S Smart Paging File Location
C:\ProgramDataMicrosoft\Windo...
% Automatic Start Action
Restart if previously running
[ Automatic Stop Action
Save

[ ok | cancel | Apply




NUMA Spanning

Host setting + VM setting
Enabled by default
Node = processor + nhearby memory

NUMA spanning: VM can use memory
outside its node

NUMA-aware applications can perform
NUMA speed optimizations

- Fastest if virtual NUMA topology mirrors
physical (host) NUMA topology




NUMA Spanning Pros and Cons

NUMA spanning ON:

- Very large VMs can access all available
memory

- NUMA-aware apps may run slower if
virtual topology does not mirror physical
NUMA spanning OFF:

- Very large VMs might not start if they
need more RAM than in one node

- NUMA-aware apps will perform fastest



| Hyper-V Settings for HYPERV1

X Server

e Virtual Hard Disks
C:\Users\Public\Documents\Hyper-...
= Virtual Machines
C:\ProgramDataMicrosoft\Windo. ..

Allow NUMA Spanning
E[B Live Migrations
No Live Migrations
[ Storage Migrations
2 Simultaneous Migrations
&2 Enhanced Session Mode Policy
No Enhanced Session Mode
B Replication Configuration
Not enabled as a Replica server
X User
£ Keyboard
Use on the virtual machine
{5 Mouse Release Key
CTRL+ALT+H.EFT ARROW
E2 Enhanced Session Mode
Use if available
9 Reset Check Boxes
Reset check boxes

NUMA Spanning

You can configure Hyper-V to allow virtual machines to span non-uniform memory
architecture (NUMA) nodes. When the physical computer has NUMA nodes, this setting
provides virtual machines with additional computing resources.

[] Allow virtual machines to span physical NUMA nodes

o Spanning NUMA nodes can help you run more virtual machines at the same time. It
also can provide a virtual machine with more memory than what is available on a
single NUMA node. However, use of this setting may decrease overall
performance.

[ o || comel [ ooy




Windows Admin Center  Server Manager Microsoft

hyperv1.company.pri

Tools < Settings canes bl

General

/ NUMA Spanning
Environment variables

O

Bl overview You can configure Hyper-V to allow virtual machines to span non-uniform memory architecture (NUMA)
Azure Arc for Servers nodes. When the physical computer has NUMA nodes, this setting provides virtual machines with
. : additional computing resources.
/\ Azure hybrid services Power configuration P 9
Allow virtual machines to span physical
& Azure Backup Remote Desktop NUMA
nodes

G Azure File Sync Role-based Access Control o Spanning NUMA nodes can help you run more virtual machines at the same time. It also can provide

» a virtual machine with more memory than what is available on a single NUMA node. However, use of
() Azure Monitor Fypes-Vitlcet Septinge this setting may decrease overall performance.

General
Azure Security Center

Enhanced Session Mode
QE Certificates

NUMA Spanning

Cg Devices
Live Migration
Events i )
Storage Migration
Files

@ Settings




[ Settings for VM1 on HYPERV1 — X
M1 | 4« » |®
A Hardware [ numa configuration
l" Add Hardware
Firmware Configuration
Boot from File This virtual machine is configured with the following:
. ey Processors: 2
Secure Boot enabled NUMA nodes: 1
B Memory Sockets: 1
1536 MB
= [} Processor NUMA topology

2 Virtual processors
1 compatibility
B NUMA
= & sCsI Controller
= Hard Drive
VM1.vhdx
./ DVD Drive

U Network Adapter
Not connected

A Management

en_windows_10_business_edit...

[ﬂ Name
VM1

E] Integration Services
Some services offered

th, Checkpoints
Production

ﬁ Smart Paging File Location

% Automatic Start Action
Restart if previously running
ff Automatic Stop Action

Save

C:\ProgramDataMicrosoft\Windo...

Select the maximum number of processors and memory allowed on a single virtual
non-uniform memory architecture (NUMA) node.

Maximum number of processors:

Maximum amount of memory (MB):

Select the maximum number of nodes allowed on a single socket.

Maximum NUMA nodes allowed on a socket:

Select the number of hardware threads per core.
—

Hardware threads per core: ‘ 0 §~

o To inherit the host settings for hardware threads per core, specfy 0 as the
value,

Click Use Hardware Topology to reset the virtual NUMA topology to the topology of the
physical hardware.

‘ Use Hardware Topologl/*_’

o NUMA helps multiprocessor virtual machines scale better. With NUMA, the virtual
machine's processors and memory are grouped into nodes, and nodes can be
grouped into sockets.

Aligning the nodes and sockets of a virtual machine to the hardware topology helps
improve the performance of NUMA-aware workloads.

Cancel | Anply

[ x|




At this writing, you cannot set the

NUMA spanning settings on the guest
VM using Windows Admin Center.



Host Settings




Hyper-V host settings:

Enhanced session mode
Resource metering
Live migration

Export/import



-Nnhanced Session Mode

Permits guests to see host resources:
- USB devices (not by default)
- Drives (not by default)
- Printers
- Clipboard
- Drag-and-drop file copy
- Audio devices

Enable via GUI tools
- Two locations in Hyper-V Manager




| Hyper-V Settings for HYPERV1

X Server

e Virtual Hard Disks
= Virtual Machines

B8 NUMA Spanning
Allow NUMA Spanning
E[B Live Migrations
No Live Migrations
[ Storage Migrations
2 Simultaneous Migrations

% Enhanced Session Mode Policy

p No Enhanced Session Mode
gﬁ Replication Configuration
Not enabled as a Replica server
X User

C:\Users\Public\Documents\Hyper-...

C:\ProgramDataMicrosoft\Windo. ..

£ Keyboard
Use on the virtual machine
{5 Mouse Release Key
CTRL+ALT+H.EFT ARROW
E2 Enhanced Session Mode
Use if available
9 Reset Check Boxes
Reset check boxes

&# Enhanced Session Mode Policy

You can configure Hyper-V to allow enhanced session mode connections to virtual

machines running on this server.
[[] Allow enhanced session mode

@ Enhanced session mode allows redirection of local devices and resources from
computers running Virtual Machine Connection.

Enhanced session mode requires a supported guest operating system, and may
require additional configuration inside the virtual machine. Redirection capabilities

may differ according to guest operating system version.

Existing Virtual Machine Connection sessions may need to be restarted if this

setting is changed.

2

Apply




Windows Admin Center

Server Manager

Tools

"E Roles & features

% Scheduled tasks

5 Services

EH Storage

E]_,Q Storage Migration Service

B8 Storage Replica

=8

System Insights

@ Updates

Virtual machines

€3 Virtual switches

@ Settings

hyperv1.company.pri

O

Settings

General

Environment variables
Azure Arc for Servers
Power configuration
Remote Desktop

Role-based Access Control

Hyper-V Host Settings

General

Enhanced Session Mode
NUMA Spanning

Live Migration

Storage Migration

Microsoft

Enhanced Session Mode

Enhanced Session Mode Policy

You can configure Hyper-V to allow enhanced session mode connections to virtual machines running on
this server.

Allow enhanced session mode D
@ Enhanced session mode allows redirection of local devices and resources from computers running

Virtual Machine Connection.

o Enhanced session mode requires a supported guest operating system, and may require additional
configuration inside the virtual machine. Redirection capabilities may differ according to guest
operating system version.

0 Existing Virtual Machine Connection sessions may need to be restarted if this setting is changed.




Using Enhanced Mode

i3

ok

File Action Media View Help

@O un |k

"% |ocal Resources

Local devices and resources

Choose the devices and resources on this computer that you want to
use in your remote session.

= []Drives
[JLocal Disk (C:)
Host Flash (D:)
[JNetwork Drive (W:)
[CNetwork Drive (X:)
[JNetwork Drive (Y:)
[INetwork Drive (Z:)
[ Drives that | plug in later
@ [ |Other supported Plug and Play (PnP) devices

Status: Running




= = | Don|SI-52019

Home Share View
— v 4 = > ThisPC > DonlSI-52019 »
Name
v ¥ Quick access
Camtasia
B Desktop » :
done
w‘ Downloads b 4 2] hyperv-m3-cda-ed
Documents * 2] hyperv-m3-cdb-ed
&= Pictures * 4| hyperv-m3-c5-ed
G This PC |# | hyperv-m3-cb-ed

> _J 3D Objects

> =< DonlSI-52019
> [ Desktop

> || Documents

> b Downloads

> D Music

> [&=] Pictures

> @ Videos

> ‘ae Local Disk (C:)

> @ Network

6 items

~

— O
v O Search D on ISI-52019

Date modified Type Size
2/23/202012:18 PM  File folder

2/24/2020 11:35 PM  File folder

2/25/2020 7:33 AM  Wave Sound 43,696 KB
2/25/2020 7:37 AM  Wave Sound 63,225 KB
2/25/2020 7:41 AM  Wave Sound 31,516 KB
2/25/2020 .48 AM  Wave Sound 101,117 KB




Resource Metering

Limited VM resource monitoring from host
- CPU, memory, disk, network
- Primarily for billing and chargeback

Al

Implement via PowerShell

- Enable-VMResourceMetering
-ComputerName <hostname>
-VMName <guestname>

- Time passes...
- Measure-VM (same parameters)

Text-based, not especially friendly



Resource Metering

Al

Frequency of data save operations
- Default =1 hour
- Maximum = 24 hours
- Minimum =1 hour

Use Set-VMHost to change
- -ResourceMeteringSavelInterval




W

It you Jjust need a quick view of a VM’s
resource usage, consider the
Windows Admin Center.



Windows Admin Center

hyperv1l.company.pri

El ® o" \(")

il

=]

3
4!

£03

CPU

0%

Server Manager

B Microsoft

Memory Network

| 1.05 GB 0 B/s

Throughput

2.66 MB/s




Live Migration

Move a running VM’s memory and
configuration between hosts

In Server 2019, live migration is available
without failover clustering:

- Both hosts should have processors from
same company (Intel or AMD)

- Both hosts should be in same domain or
domains with a trust relationship

- Virtual switches have same name, setup

Use Hyper-V Manager (“Move”) or
PowerShell (“Move-VM”)



It the source and destination hosts are
running different versions of Windows
Server, doublecheck your VM
configuration versions to ensure
compatiblity.



"] Hyper-V Settings for HYPERV1

X Server

o Virtual Hard Disks
= | Virtual Machines

NUMA Spanning
Allow NUMA Spanning

ER Live Migrations

[ Storage Migrations
2 Simultaneous Migrations

£# Enhanced Session Mode Policy
No Enhanced Session Mode

B Replication Configuration

X User

C:\Users\Public\Documents\Hyper-...

C:\ProgramData Microsoft\Windo.,..

2 Simultaneous Migrations

Not enabled as a Replica server

£ Keyboard

Use on the virtual machine
{5 Mouse Release Key
CTRL+ALT+.EFT ARROW
E# Enhanced Session Mode
Use if available

9 Reset Check Boxes
Reset check boxes

BB Live Migrations
[/] Enable incoming and outgoing live migrations

Simultaneous live migrations
Specify how many simultaneous live migrations are allowed.

Simultaneous live migrations:

Incoming live migrations
(O Use any available network for live migration
() Use these IP addresses for live migration:

Add
Edit
Move Up
Move Down

Remove

A Choose whether to use any available network or spedific IP addresses for
incoming live migrations.
A You must log off and log on again to use the selected live migration authentication

protocol. To change the live migration authentication protocol, expand the Live
Migration page and then select the Advanced Features page.

[ ok || cancel || apply




Windows Admin Center  Server Manager H Microsoft

hypervl.company.pri

Tools Settings Live Migration

P & Genaral 5 s A
‘ >€3 DS Live Migrations
: Environment variables

'
|
|

Enable incoming and outgoing live
5o Local users & groups Azure Arc for Servers migrations
] You can specify how many live migrations * |
<= Networks Power configuration can be performed at the same time on L= |
this computer.
Remote Deskto >
7 Performance Monitor P
Authentication Protocol * X 3 , ’ \
PowerShell Role-based Access Contro Credential Security Support Provider (CredSSP)
Hyper-V Host Settings A\ You must log on to the server to perform a live migration.
(58 Processes
Genera
B Registry Performance Options * C e : o
o Enhanced Session Mode apresan Y
»¢ Remote Deskiop NUMA Spanning A\ The memory of the virtual machine being migrated is
compressed and then copied over the netwerk te the
43 Roles & features Live Migration destination server cver a TCP/IP connection.
£3 Scheduled tasks Storage Migration Use any network D
O Services
B} storage

[‘J,g Storage Migration Service
ElE Storage Replica
fall System Insights

[Z] Updates

m Discard changes
£52 Settings




A storage migration is similar to a live
mMigration but just moves the VM's
storage, not Its settings.

Supported for directly-attached
storage, SANs, and SMBS3 file shares.



E“ Move "Hy E“ Move "Hy E“ Move "HyperV1" Wizard X
Choose Move Options

Before You Be{ iBefore YouBe( Before You Begin What do you want to do with the virtual machine's items?

NN  Choose Move] Choose Move Type (® Move the virtual machine's data to a single location.

Specify Destin Specify Destination This option allows you to specify one location for all of the virtual machine's items.

Choose Move { Choose Move @I e RGN e sl a

(O Move the virtual machine's data by selecting where to move the items.
Virtual Maching  Virtual Maching  Virtual Machine This option allows you to select the location of each item to be moved.

Samnary Samnary Samnary (O Move only the virtual machine

This option allows you to move the virtual machine without moving its virtual hard disks. The virtual
machine's virtual hard disks must be on shared storage.

< Previous Next > Finish Cancel \




—xport/Import

Useful when live migration or storage
migration is not feasible

- You can’t just do a file copy, alas!

Moves a VM and related files to new host
- VM configuration file (*VMCX)

- Virtual hard disk(s)
- Checkpoints

Hyper-V Manager, Windows Admin Center,
PowerShell

- Import-VM, Export-VM




Windows Admin Center Server Manager

hypervl.company.pri

Virtual machines

ho)

of

Summary

Inventory

)

¢ Connect

“
lu
3
Lt

State

M1 Runni._.

‘ol
©

=
Ba
Elg
all
E]

"5 Settings

Microsoft

u Help protect your VMs from disasters by using Azure Site Recovery. Update now

] Shutdown More
CPU usage Memory pressure A Eﬂ Save
0% 785 t
> Move

(=) New checkpoint

< Rename

Import

T Export

% Turn off

|| Pause

Reset
+ Download RDP file
{3 Set up VM Protection

£ Edit Taas

0:00:07:09

Not signed in




Import Choices

Register in-place
- Leave the files where they are
- VM ID remains the same

Restore
- Copy the files to destination you choose
- VM ID remains the same

Copy
- Like “restore” but VM gets new ID
- Useful if you want to import repeatedly




Import Virtual Machine

Connect Network

Before You Begin This page allows you to connect to virtual switches that are available on the destination computer.
Locate Folder

Select Virtual Machine
Choose Import Type
Choose Destination Specify the virtual switch you want to use on computer "ISI-52019",
Choose Storage Folders

The following configuration errors were found for virtual machine 'Globomantics Win7'.
€ Could not find Ethernet swiitch ‘Globomantics External Switch'.

Connection: ' Not Connected

Connect Network




Integration Services




Integration services can include:

Operating system shutdown
Time synchronization

Data exchange
- Key/value pairs that both systems see

Heartbeat
- Informs host that guest has booted

Backup (volume shadow copy)
- Host backup notifies VSS in guest

Guest services
- Permits file copies to and from VM



Integration Services (Windows)

Included with all recent versions of
Windows, nho need for separate install

- Service updates come via Windows
Update

Toggle individual services at the host

- The corresponding service in the
Windows guest will follow

- Hyper-V Manager, PowerShell

- Enable-VMIntegrationService
-VMName <name> -Name <service>



% Settings for VM1 on HYPERV1

VM v| 4« » |0
2 Hardware ] Integration Services
l" Add Hardware
Frmware Select the services that you want Hyper-V to offer to this virtual machine. To use the
Boot from File services you select, they must be supported by the guest operating system.
. Security Examples of services that might not be available on the guest operating system indude
Secire Book erablsd Volume Shadow Copy Services and operating system shutdown.
¥ Memory Services
1536 MB [] Operating system shutdown
n Processor [/] Time synchronization
2 Virtual processors [] Data Exchange
= & scsl Controller [V] Heartbeat

- Hard Drive
VM1.vhdx
..) DVD Drive

U Network Adapter
Not connected

A Management

en_windows_10_business_edit...

[] Backup (volume shadow copy)
[] Guest services

Name

VM1

t# Checkpoints

Production
S Smart Paging File Location

“» Automatic Start Action

Ei‘ Automatic Stop Action

Save

I Integration Services
Some services offered

C:\ProgramData\Microsoft\Windo...

Restart if previously running

[ ok | cancel | Apply




Administrator: C:\Windows\system32\cmd.exe - powershell E}@
PS C:\Users\Administrator> get-vmintegrationservice mne vml A

MName Name

M1
M1
M1
M1
M1
M1

PS C:\Users\Administrator>

Guest Service Interface
Heartbeat

Key-Value Pair Exchange
Shutdown

Time Synchronization
VSS

Enabled PrimaryStatusDescription SecondaryStatusDescription

False
True
True
True
True
True




Integration Services (Linux)

== Often included in the Linux distribution

You can download updated files from
Microsoft

- Some distro providers recommend
against it

- The download is an ISO that you can
mount in Hyper-V Manager




Security Settings




Security settings:

Secure boot
Virtual TPM

Host resource protection




% Settings for VM1 on HYPERV1

M1 v| 4« » 0O
A Hardware @ Ssecurity
¥ Add Hardware
B Firmware SEcKE Ba

Boot from File

Security
Secure Boot enabled

W Memory
1536 MB
] Processor
2 Virtual processors
= & scsI Controller
= Hard Drive
VM1.vhdx
.., DVD Drive
en_windows_10_business_edit...
@ Network Adapter
Not connected
A Management

Name

VM1
B Integration Services
Some services offered
t# Checkpoints
Production
Fﬁ' Smart Paging File Location
C:\ProgramData \Microsoft\Windo...
5 Automatic Start Action
Restart if previously running
ffs Automatic Stop Action

Save

Use Secure Boot to help prevent unauthorized code from running at boot time
(recommended).

[] Enable Secure Boot
‘L_’g_rj_mplahe:
l Microsoft Windows v

Encryption Support
[] Enable Trusted Platform Module

A Trusted Platform Module (TPM) is a spedial purpose microprocessor which
provides cryptographic services to a compute platform.

Encrypt state and virtual machine migration tra

Encryption support requires a key protector (KP) configuration for the virtual
machine. If not already present, selecting one of these options will generate a
KP that allows running the virtual machine on this host.

Security Policy
Specify additional protection options for the virtual machine.

[] Enable Shielding
This affects additional settings.

Learn more about virtual machine security.

| | Cancel | Apply




W

Another important security feature is
shielded VMs
which we will discuss
iN our networking module.



Secure Boot

Ensures boot components are digitally
sighed

- Helps prevent early-launch malware
- Generation 2 only
- UEFI only

Hyper-V Manager
- Security node for the VM

PowerShell

- Set-VMFirmware —VMName <name>
-EnableSecureBoot On



Secure Boot and Linux

Several Linux distros support Secure Boot:
- Debian 10

- Oracle 7.4+
| ) ¢ | - RHEL/CentOS 7.x+
- Suse (SLES) 12+

- Ubuntu 14.04+




It a Linux guest won't boot,
try disabling Secure Boot via
Hyper-V Manager or PowerShell.

Also try signing the bootloader with the
Microsoft certificate; for example:

Set-VMFirmware <VMName> -SecureBootTemplate
MicrosoftUEFICertificateAuthority



Virtual TPM (or “Encryption Support™)

Virtual hard disk encryption uses BitLocker
- Startup key unlocks disk so VM can boot
- On physical systems, startup key is

G— stored in TPM chip or flash drive

vTPM for VMs available on Server 2016+
- Generation 2 VMs only

- Does not require physical TPM on host

Required for “shielded VMs”

The vTPM travels with the VM
Enable-VMTPM in PowerShell



E{] Settings for MyDesktop on 1SI-52019 -

'MyDesktop v 4 » |0
A Hardware . Security
l" Add Hardware
B Firmware Secure Boot
Boot from File Use Secure Boot to help prevent unauthorized code from running at boot time
: (recommended).
. Security
TPM enabled [~ Enable Secure Boot
B Memory Template:
1536 MB iz
(Ma'osoﬁ Windows v

] Processor

2 Virtual processors
= & scsI Controller

s Hard Drive [] Enable Trusted Platform Module
Mybesktop:vidic A Trusted Platform Module (TPM) is a spedial purpose microprocessor which

4 Network Adapter provides cryptographic services to a compute platform.

Company Private
U Network Adapter

Encryption Support

[[] Encrypt state and virtual machine migration traffic

Not connected Encryption support requires a key protector (KP) configuration for the virtual
@ Network Adapter machine. If not already present, selecting one of these options will generate a
Company External KP that allows running the virtual machine on this host.
A Management ; 3
Name Security Policy
MyDesktop Specify additional protection options for the virtual machine.
'] Integration Services [[] Enable Shielding
Some services offered Thls am ¢ addlhonal Setﬁngs-
¥ Checkpoints
Production Learn more about virtual machine security.

S Smart Paging File Location
C:\HyperV-YMs\MyDesktop
f Automatic Start Action
Restart if previously running
Ei;;, Automatic Stop Action
Save

[ ok || cencel || o




% Trusted Platform Module (TPM) Management on Local Computer = O X

ﬁ File Action View Windo QﬁBitLockerDrive Encryption = O

&=

™ % « AllC... » BitLocker Driv... v O O Search Ceontrol Panel

8% TPM Management on Loc

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with
BitLocker.

Operating system drive
— C: BitLocker off )

G Turn on BitLocker

Fixed data drives

See also
& TPM Administration Removable data drives - BitLocker To Go
] G Disk Management Insert a removable USB flash drive to use BitLocker To Go.
Privacy statement




Host Resource Protection

Prevents overactive VM from overwhelming
host, other guests

- Reduces video, keyboard, mouse, and
memory resources given to rogue VM

- Introduced in Server 2016
- Off by default

Set-VMProcessor <VMName>
-EnableHostResourceProtection Strue




Good work! Up Next:
Configure VM Storage




