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Why Hyper-V?

Cost savings over physical machines
Virtual Desktop Infrastructure
Migrating to Azure

Fine-tune specific workloads

Dev and test environments

Training and education
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Requirements for Hyper-V




Hyper-V host minimum requirements:

64-bit CPU

Second-Level Address Translation
Hardware-Assisted Virtualization
Data Execution Prevention

VM Monitor Mode extensions

Enough RAM!



W

You don’t need this laundry list of
features If all you need to do is run the
management tools.



[ Add Roles and Features Wizard — O X

DESTINATION SERVER

Select server roles HYPERVY
= X
[, Add Roles and Features Wizard X
0 Validation Results .
s the services that

eate and manage
and their resources.
pine is a virtualized
that operates in an
n environment. This

Validation S multiple operating
Results eously.

) €  HveerV

Hyper-V cannot be installed: The processor does not have required virtualization
capabilities.

Server Roles The validation process found problems on the server to which you want to install features.
The selected features are not compatible with the current configuration of your selected
server. Click OK to select different features.

 YAIUTTIC ALUVaUuUnT JTTVILES

| Web Server (lIS)
| Windows Deployment Services

< Previous ’ ’ Next > ’ \ Install Cancel




o4-bit CPU

Not a problem if you’re running
Server 2019... it only comes as 64-bit

Windows 10 however comes in both
64-bit and 32-bit versions

- Settings > System > About >
System Type



Determining “Bitness” of Windows 10

= Settings = O X
v Home About
Find & setting » Device specifications
System Device name ISI-VEYRON
Processor Intel(R) Core(TM) i7-7700K CPU @ 4.20GHz 4.20
= Storage i GHz
Installed RAM 16.0 GB (15.9 GB usable)
L8 Tablet mode Device ID ACSF2E20-FO1C-4BAD-B48C-B703FSESEE6O
. - Product ID 00329-10280-00000-AA761
slAMUEEng System type 64-bit operating system, x64-based processor
= : Pen and touch  No pen or touch input is available for this display
=1 Projecting to this PC
Rename this PC
& Shared experiences
[ Clipboard
Windows specifications
» Remote Desktop
Edition Windows 10 Enterprise
I © About Version 1903
Installed on 6/24/2019
OS build 18362.592
Change product key or upgrade your edition of Windows




Second Level Address Translation (SLAT)

Feature of the CPU; common in modern
enterprise hardware

Virtual-to-physical memory address
translation introduces overhead

With VMs, that translation occurs both in
the guest and in the host

SLAT improves translation efficiency

Other names:
- AMD RVI (Rapid Virtualization Indexing)
- Intel EPT (Extended Page Table)




Hardware-Assisted Virtualization (HAV)

Feature of the CPU; common nowadays

Provides hardware “assist” to virtualization

- Better responsiveness, lower CPU use,
faster |/O for VMs

Enable in BIOS or UEFI
- “Processor” or “Chipset” menu, usually

Other names:
- AMD-V
- Intel VT-x




Data Execution Prevention (DEP)

Feature of the CPU and operating system

- Also known as “NX” (No eXecute)
or “XD” (eXecute Disable)

- Enable in BIOS or UEFI

Prevents code executing from memory
pages that should only contain data

- Improve security, reduce likelihood of
buffer-overrun exploits

- May introduce compatibility issues with
some apps (create exception list)




VM Monitor Mode Extensions

Feature of the CPU
- Also known as “Intel VT-¢”

Improves network 1/0

- Virtual machine device queues
(sorts per-VM traffic on the NIC)

- SR-I0OV (directly maps virtual
network ports to physical ports)
(a “pass-through” technology)




-nough RAM

Total depends on:
- Number of guests
- Guest OS’s and applications

D D D D - Desired performance levels
- Whether dynamic memory is used
4GB is an oft-quoted starting point

- (but almost certainly too little for
most real-world scenarios)




—Or specific
features

Hyper-V in Server 2019 offers
some advanced features that
require additional capabilities on
the host.



Regquirements for “DDA”

Discrete Device Assignment

- A pass-through technology that goes
beyond disk and network devices

- Improves speed of supported PCI-E
devices by bypassing virtualization layer

Intel VT-d or AMD-IOMMU
- Must be present and enabled in firmware
- Handles interrupt remapping

Supported device (e.g. GPU, NVMe)



Requirements for Shielded VMs using TPM

Shielded virtual machines
- Protect VMs from a compromised host
- Encrypts VMs with BitLocker

- Keys protected by Host Guardian
Service

UEFI 2.3.1c +
TPM 2.0 +
Intel VT-d IOMMU




—valuating Host Systems

Most tools fail if Hyper-V already installed
SYSTEMINFO.EXE (command line)
MSINFO32.EXE (GUI)

COREINFO -V (command line, Sysinternals)
BIOS/UEFI setup

Specification PDFs for host computers




& System Information . O X
File Edit View Help
" Hardware Resources Boot Device \Device\Harddiskvolume2
WEREB DN Locale United States
& Software Evironment Hardware Abstraction Layer Version = "10.0.17763.831"
User Name Not Available
Time Zone Mountain Standard Time
Installed Physical Memory (RAM) 64.0 GB
Total Physical Memory 63.8 GB
Available Physical Memory 60.5 GB
Total Virtual Memory 73.3 GB
Available Virtual Memory 70.3 GB
Page File Space 9.50 GB
Page File C:\pagefile.sys
Kernel DMA Protection On
Virtualization-based security Not enabled
Device Encryption Support Not Available
Hyper-V - VM Monitor Mode Extensions Yes
Hyper-V - Second Level Address Translation Extensions Yes
Hyper-V - Virtualization Enabled in Firmware Yes
Hyper-V - Data Execution Protection Yes -
< >
Find what: Find

[Jsearch selected category only

[]search category names only

Close Find




Administrater: Cemmand Prompt

Microsoft Windows [Version 10.0.17763.973]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>systeminfo

Host Name:
Name:
Version:
Manufacturer:
Configuration:
Build Type:
Registered Owner:
Registered Organization:
Product ID:
Original Install Date:
System Boot Time:
System Manufacturer:
System Model:
System Type:
Processor(s):

BIOS Version:

Windows Directory:
System Directory:

Boot Device:

System Locale:

Input Locale:

Time Zone:

Total Physical Memory:

Available Physical Memory:

Virtual Memory: Max Size:

Virtual Memory: Available:

Virtual Memory: In Use:
Page File Location(s):

ISI-52619

Microsoft Windows Server 2019 Datacenter
16.6.17763 N/A Build 17763

Microsoft Corporation

Member Server

Multiprocessor Free

Windows User

1/21/2026, 11:53:10 PM
1/22/206206, 9:46:02 AM
Intel(R) Client Systems
NUC1@i7FNH

x64-based PC

1 Processor(s) Installed.

[61]: Intel64 Family 6 Model 166 Stepping © GenuinelIntel ~1185 Mhz
Intel Corp. FNCML357.0037.2019.1226.1738, 12/26/2019

C:\Windows
C:\Windows\system32
\Device\HarddiskVolume2
en-us;English (United States)
en-us;English (United States)
(UTC-87:00) Mountain Time (US & Canada)
65,341 MB

61,979 MB

75,069 MB

72,002 MB

3,067 MB

C:\pagefile.sys




Administrater: Cemmand Prompt

BIOS Version:

Windows Directory:

System Directory:

Boot Device:

System Locale:

Input Locale:

Time Zone:

Total Physical Memory:
Available Physical Memory:
Virtual Memory: Max Size:
Virtual Memory: Available:
Virtual Memory: In Use:
Page File Location(s):
Domain:

Logon Server:

Hotfix(s):

Network Card(s):

Hyper-V Requirements:

C:\Windows\system32>_

Intel Corp. FNCML357.0037.2019.1226.1738, 12/26/2019
C:\Windows

C:\Windows\system32
\Device\HarddiskVolume2

en-us;English (United States)
en-us;English (United States)
(UTC-87:080) Mountain Time (US & Canada)
65,341 MB

61,979 MB

75,069 MB

72,802 MB

3,067 MB

C:\pagefile.sys

corphqg.i-sw.com

\\ISI-SRvV@E3

KB4532947

KB4462930

KB4516115

KB4523264

: KB4534273

1 NIC(s) Installed.
[61]: Intel(R) Ethernet Connection (9) I219-LM

Connection Name: Ethernet

DHCP Enabled: No

IP address(es)

[61]: 10.10.1.3
VM Monitor Mode Extensions: Yes
Virtualization Enabled In Firmware: Yes
Second Level Address Translation: Yes
Data Execution Prevention Available: Yes




Installing Hyper-V




Installation methods by platform:

Server only

Server and Windows 10

Windows 10 only




Hyper-V Installation: Best Practices

Don’t install other roles on a Hyper-V host
except maybe Remote Desktop Services

E— A Hyper-V host should not be a DC...

...but should be domain-joined
- Easier security, including auditing
- Required for Hyper-V clustering

Server Core could be a good idea
- Reduced overhead, better security

Exclude Hyper-V files from antivirus scans



What About
Nano Server?

Server 2019 does not permit Nano
Server to be either a Hyper-V host
or a Hyper-V guest. It cannot be
installed onto a physical computer
and is strictly for containers now.



Server-only Methods

PowerShell

- Install-WindowsFeature cmdlet from
Server Manager module

- Run elevated
- Can run locally or remotely




Install-WindowsFeature

-Name Hyper-V

-IncludeManagementTools

-Restart

-ComputerName <name or list>

-WhatIf

Cmdlet from Server Manager module

Required (nhame of feature to install)

Optional, don’t use if managing remotely

Optional (this role does require restart)

Optional (assumes local computer if not
specified)

Optional (provides more detail on what
gets installed)




Install-WindowsFeature < Same cmdlet

-Name Hyper-V, RSAT-Hyper-V-Tools < Another way to install management tools

-Restart

-ComputerName <name or list>

-WhatIf




Server and Windows 10 Methods

PowerShell

- Enable-WindowsOptionalFeature
cmdlet from DISM module

- Run elevated

DISM
- Run elevated

Server Manager
- Add Roles and Features wizard

Windows Admin Center



Enable-WindowsOptionalFeature <« Cmdlet from DISM module _
(now present on both server and client OS)

-FeatureName Microsoft-Hyper-V < Hypervisor and services

(“HypervisorPlatform” for Docker;
“VirtualMachinePlatform” for Linux)

-Online « = onto the local computer
(that is, not onto an image)

NOTE: No native provision for running
against remote computers, BUT can be done
remotely in a PS remoting session or via
“Invoke-Command?”.




DISM

/Enable-Feature

/FeatureName :Microsoft-Hyper-V

/0Online

Deployment Image Servicing
and Management (dism.exe)

Hypervisor and services
(“HypervisorPlatform” for Docker;
“VirtualMachinePlatform” for Linux)

= onto the local computer
(that is, not onto an image)

NOTE: On Windows 10, other feature names
are available:

Microsoft-Hyper-V-All (includes tools)
Microsoft-Hyper-V-Hypervisor
Microsoft-Hyper-V-Services




Server Manager

Natively present on Server OS with
Desktop Experience

Can be added to Windows 10

- Settings > Apps > Optional features >
RSAT: Server Manager




< Settings

@ Optional features

RSAT: BitLocker Drive Encryption Administration ~ 59.1 KB
Utilities

{3 RSAT: Group Policy Management Tools 17.7 MB

E RSAT: DNS Server Tools 5.87 MB

E RSAT: Server Manager 29.7 MB

Server Manager includes the Server Manager console and
PowerShell tools for remotely managing Windows Server,
and includes tools to remotely configure NIC teaming on
Windows Server and Best Practices Analyzer.

Uninstall
E Windows Hello Face 46.7 MB
{3 Windows Media Player 46.1 MB

E XPS Viewer 15.6 MB




Installing Hyper-V with
Server Manager




Windows Admin Center

Browser-based management tool

Manages servers, clusters, and clients
- Agentless
- Uses PowerShell, WMI, WinRM
- Hyper-V: install, configure, monitor
- On-premises or Azure
- Access devices directly or via gateway
- Use RSAT for AD, DNS, DHCRP, |IS, etc.

Only Ul for some new Server 2019 features



i’? Configure Gateway Endpoint i’? Configure Gateway Endpoint

Install Windows Admin Center on Windows 10 Installing Windows Admin Center

This enables you to manage computers directly fr SEIECES ROIEIOEBIE Wiiclans ARt CETREE SHE

browser. I

Or you can install on Windows Server to:

- Enable access for multiple admins Alltctm Windows Admin Center to modify this machine’s trusted hosts
settings

- Connect from any PC with a supported browser
- Manage computers on a private network [] Create a desktop shortcut to launch Windows Admin Center

See installation scenarios at
https://aka.ms/WindowsAdminCenter-Instalt D Use WinRM over HTTPS only

Back . Back & install Cancel




Installing Hyper-V with
Windows Admin Center




Windows 10-only Methoao

Control Panel > Programs and Features >
Turn Windows features on or off >

Hyper-V Platform
- Hyper-V Hypervisor
- Hyper-V Services




©! Programs and Features = O X

<« v 4 d > Control Panel > All Control Panel ltems > Programs and Features v D Search Programs and Fe... @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
G Turn Windows features on or
a, Organize v g ==~ @
Install a program from the gl Windows Features
network Name Installed On  Size Version
G 4Kvideo ] Turn Windows features on or off (7] 11/5/2018 746MB  4.4.11.2412
i Acer Displ 12/14/2019 999MB 3.02.0
= Bt s To turn a feature on, select its check box. To turn a feature off, clear its A
Adobe Acl  heck box. A filled box means that only part of the feature is turned on. 2/12/2020 249GB  20.006.20034
Adobe Ac 2/12/2020 351 MB  20.006.20034
£l Adobe AIj | L | Guarded Host A 6/24/2019 1.1.0.5790
B Adobe crd | B L1111 Hyper-V 2/1/2020 456 MB  5.0.0.354
@adobecrd | 20 DHV":"V M\"/":ae':/‘“e"t b ool 6/24/2019 585GB 4.0
Adobe Fla YECE: A 2/11/2020 6.05MB  32.0.0.330
[  Hyper-V Module for Windows PowerShell
Adobe Shy 8/9/2019 523 MB 12.3.4.204
= [ Hyper-V Platform
) Blue Jeans| . 7/5/2018 71.1MB  1.36.9
[J  Hyper-V Hypervisor
EQ]' Bluelearos 0 Hyper-V Services 6/24/2019 76.1MB 2.9.252
& Camtasia| | ] intemnet Explorer 1 6/24/2019 13168 18.0.5.3904
[= camtasia OOl intemet information Semvices 1/27/2018 401MB 2602079
& Canon MA [J  Internet Information Services Hostable Web Core 6/24/2019
%‘J CanoScan| | m [[1. | | enacv Comnonents ha 6/24/2019
Corel Afte ‘ 7/26/2019 141MB  3.5.0.350
OK Cancel
Q Corel Pain I—I = = 7/26/2019 430MB  6.1.0.238
’ Corel Painter Thumbnail Previewer Corel Corporation 6/2/2019 126 KB 18.0
CPUID HWMonitor 1.34 1/27/2018 286MB 134
é_—:j CrystalDiskinfo 8.3.2 Crystal Dew World 12/8/2019 13.7MB 832
£ Dell SupportAssist Dell Inc. 1/18/2020 186 MB  3.4.1.49
Download Manager Microsoft 6/9/2019 505MB 1.03
< >

Currently installed programs Total size:  13.6 GB

[d*’ 75 programs installed




Installing Management Tools




&3 Hyper-V Manager

File Action View Help

o< 257 BB

Hyper-V Manager
B 151-52016

Virtual Machines

A
Name

B Globomantics DC2 2016
Globomantics Linux

B Globomantics NETDNS 52012
B Globomantics RAS1 2016
Globomantics 52019

B Globomantics Win7
Globomantics Win81
Globomantics WS1 W10
Globomantics WS2 W10

< I
Checkpoints

The se

Globomantics DC2 2016

Created:
Configuration V
Generation:

Notes:

Summary Memory Networking R

< >

New
[y Import Virtual Machine...
Ej Hyper-V Settings...
¥8 Virtual Switch Manager...
. Virtual SAN Manager...
«a Edit Disk...

& Inspect Disk...
(m) Stop Service
X Remove Server

© Refresh

Edit Session Settings...
Settings...

(m) Turn Off...

© ShutDown..

® save

Il Pause

1> Reset

fy Checkpoint

E’ Move...

5 Export..
=] Rename...

Hf Enable Replication...
Help

Management tools can co-reside with the
hypervisor and services but don’t have to

Management stations are often distinct
from virtualization servers

- Particularly with Server Core
- Tools can run on Windows 10

GUI tools:
- Hyper-V Manager (virtmgmt.msc)

- Virtual Machine Connection
(vmconnect.exe)

Command-line tools:
- Module for PowerShell



Server-only Methods

PowerShell

- Install-WindowsFeature cmdlet from
Server Manager module

- Run elevated
- Can run locally or remotely




Install-WindowsFeature

-Name Hyper-V-PowerShell < Required (name of feature to install)

“Hyper-V-Tools” = just GUI tools
“RSAT-Hyper-V-Tools” = GUI + PS

-ComputerName <name or list> « Optional (assumes local computer if not

specified)




Server and Windows 10 Methods

PowerShell

- Enable-WindowsOptionalFeature
cmdlet from DISM module

- Run elevated

DISM
- Run elevated

Server Manager
- Add Roles and Features wizard

Windows Admin Center



Enable-WindowsOptionalFeature

-FeatureName Microsoft-Hyper-V-
Management-Clients -All

-Online

<« Cmdlet from DISM module
(now present on both server and client OS)

GUI tools only
“Microsoft-Hyper-V-Management-
PowerShell” for PS tools only
“RSAT-Hyper-V-Tools-Feature” for GUI
and PS tools (server only)
“Microsoft-Hyper-V-Tools-All” (Win10 only)

= onto the local computer
(that is, not onto an image)

NOTE: No native provision for running
against remote computers, BUT can be done
remotely in a PS remoting session or via
“Invoke-Command?”.




DISM < Deployment Image Servicing
and Management (dism.exe)
/Enable-Feature

/FeatureName :Microsoft-Hyper-V- GUI tools only

Management-Clients “Microsoft-Hyper-V-Management-
PowerShell” for PS tools only
“RSAT-Hyper-V-Tools-Feature” for GUI
and PS tools (server only)
“Microsoft-Hyper-V-Tools-All” (Win10 only)

/Online = onto the local computer
(that is, not onto an image)




Fﬁ Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Select one or more features to install on the selected server,

Features

[] Quality Windows Audio Video Experience A
[C] RAS Connection Manager Administration Kit (CM2
[ ] Remote Assistance
[] Remote Differential Compression
4 [_| Remote Server Administration Tools
I [] Feature Administration Tools
4 [_] Role Administration Tools
i (] AD DS and AD LDS Tools
<
[] Hyper-V GUI Management Tools
[] Hyper-V Module for Windows PowerSh
I [[] Remote Desktop Services Tools
b [[] Windows Server Update Services Tools
I [[] Active Directory Certificate Services Tools
[] Active Directory Rights Management Servic
[] DHCP Server Tools
[] DNS Server Tools
[[] Fax Server Tools
I [[] File Services Tools

. O X

DESTINATION SERVER
151-s2019.corphq.i-sw.com

Description

Hyper-V Management Tools includes
GUI and command-line tools for
managing Hyper-V.

< Previous Next >

’ \ Install Cancel




B «-§| 1 Roles & features - Serve X \ + v

é

> 0 @

Windows Admin Center

[

https://localhost:6516/servermanager/con

Server Manager

isi-s2019.corphq.i-sw.com

Tools

i H 8 @ @l

o]

%}

B O M O

A

S

&

Devices

Events

Files

Firewall

Installed apps

Local users & groups

Networks

Performance Monitor

PowerShell

Processes

Registry

Remote Desktop

Roles & features

Scheduled tasks

Settings

w.comj/tools/rolesfeatures

& Microsoft

< Roles and features

IS

Name

v Remote Server Administration Tools

Feature Administration Tools

v Role Administration Tools

Details

Active Directory Certificate Services Teols

0 of 44 Installed

0 of 17 Installed

0 of 27 Installed

0 of 2 Installed

Active Directory Rights Management Services Tools ~ Available

AD DS and AD LDS Tools
DHCP Server Tools
DNS Server Tools
Fax Server Tools
File Services Tools
Hyper-V Management Tools
Hyper-V GUI Management Tools
Hyper-V Module for Windows PowerShell
Network Controller Management Tools
Network Policy and Access Services Tools
Print and Document Services Tools

Remote Access Management Tools

0 of 4 Installed

Available

Available

Available

0 of 3 Installed

0 of 2 Installed

Available

Available

Available

Available

Available

0 of 2 Installed

Type

Feature
Feature
Feature
Feature
Feature
Feature
Feature
Feature
Feature
Feature
Feature
Feature
Feature
Feature
Feature
Feature

Feature

270 items

O




©! Programs and Features = O X

<« v 4 d > Control Panel > All Control Panel ltems > Programs and Features v D Search Programs and Fe... @

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
G Turn Windows features on or
a, Organize v g ==~ @
Install a program from the gl Windows Features
network Name Installed On  Size Version
G 4Kvideo ] Turn Windows features on or off (7] 11/5/2018 746MB  4.4.11.2412
i Acer Displ 12/14/2019 999MB 3.02.0
= Bt s To turn a feature on, select its check box. To turn a feature off, clear its A
Adobe Acl  heck box. A filled box means that only part of the feature is turned on. 2/12/2020 249GB  20.006.20034
Adobe Ac 2/12/2020 351 MB  20.006.20034
£l Adobe AIj | L | Guarded Host A 6/24/2019 1.1.0.5790
B Adobe crd | B L1111 Hyper-V 2/1/2020 456 MB  5.0.0.354
@adobecrd | 20 DHV":"V M\"/":ae':/‘“e"t b ool 6/24/2019 585GB 4.0
Adobe Fla YECE: A 2/11/2020 6.05MB  32.0.0.330
[  Hyper-V Module for Windows PowerShell
Adobe Shy 8/9/2019 523 MB 12.3.4.204
= [ Hyper-V Platform
) Blue Jeans| . 7/5/2018 71.1MB  1.36.9
[J  Hyper-V Hypervisor
EQ]' Bluelearos 0 Hyper-V Services 6/24/2019 76.1MB 2.9.252
& Camtasia| | ] intemnet Explorer 1 6/24/2019 13168 18.0.5.3904
[= camtasia OOl intemet information Semvices 1/27/2018 401MB 2602079
& Canon MA [J  Internet Information Services Hostable Web Core 6/24/2019
%‘J CanoScan| | m [[1. | | enacv Comnonents ha 6/24/2019
Corel Afte ‘ 7/26/2019 141MB  3.5.0.350
OK Cancel
Q Corel Pain I—I = = 7/26/2019 430MB  6.1.0.238
’ Corel Painter Thumbnail Previewer Corel Corporation 6/2/2019 126 KB 18.0
CPUID HWMonitor 1.34 1/27/2018 286MB 134
é_—:j CrystalDiskinfo 8.3.2 Crystal Dew World 12/8/2019 13.7MB 832
£ Dell SupportAssist Dell Inc. 1/18/2020 186 MB  3.4.1.49
Download Manager Microsoft 6/9/2019 505MB 1.03
< >

Currently installed programs Total size:  13.6 GB

[d*’ 75 programs installed




Managing Hyper-V Hosts
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Managing Hyper-V hosts:

Remote management
- GUI tools
- PowerShell and PowerShell Direct

Delegating management



Before you can run management
tools against a Hyper-V host, you
Mmust enable that host for remote
Management.




X Administrator: C:\Windows\system32\cmd.exe - sconfig.cmd

Microsoft (R) Windows Script Host Version 5.812
Copyright (C) Microsoft Corporation. All rights reserved.

Inspecting system...

Domain/Workgroup: Domain: company.pri
Computer Name: HYPERV1

Add Local Administrator

Configure Remote Management Enabled

Windows Update Settings: DownloadOnly
Download and Install Updates
Remote Desktop: Enabled (more secure clients only)

Network Settings

Date and Time

Telemetry settings Unknown
Windows Activation

Log Off User

Restart Server

Shut Down Server
Exit to Command Line

Enter number to select an option:




[z Server Manager

Tools

All Servers
AD DS
DNS

File and Storage Services P

B  PROPERTIES
. For DC

TASKS ¥ |

Windows Defender Firewall
Remote management
Remote Desktop

NIC Teaming

Ethernet

Operating system version

Hardware information

DC

company.pni

Public: On
Enabled
Enabled
Disabled
192.168.3.10

Microsoft Windows Server 2019 Datacenter

Microsoft Corporation Virtual Machine

Last installed updates
Windows Update

Last checked for updates

Windows Defender Antivirus
Feedback & Diagnostics

IE Enhanced Security Configuration
Time zone

Product ID

Processors
Installed memory (RAM)

Total disk space

2/22/2020 8:
Download uf
2/22/2020 8:

Real-Time Pr
Settings

On
(UTC-07:00) R
00430-70396

Intel(R) Coref
1GB

126.4 GB

EVENTS

All events | 0 total

TASKS ¥ |

Filter

Server Name ID

Lo e\
p 1\_: E/' hd .‘\E/. v

Severity Source

Log Date and Time




Remote Management: GUI Tools

Server Manager
- Various functions and tools

Hyper-V Manager
- Traditional, specialized MMC console

- Dense layout with context menus

- Windows Admin Center

- New, PowerShell-based console

- Sparse layout with no context menus
- Latency can be an issue

- Aspires to be “single pane of glass”




L 57 Settings

B EEEEEEEA"®

Add a feature

RSAT: Network Controller Management Tools

RSAT: Network Load Balancing Tools

RSAT: Remote Access Management Tools

RSAT: Remote Desktop Services Tools

RSAT: Server Manager

RSAT: Shielded VM Tools

RSAT: Storage Migration Service Management Tools

RSAT: Storage Replica Module for Windows
PowerShell

RSAT: System Insights Module for Windows
PowerShell

163 KB

267 KB

6.70 MB

947 KB

6.35 MB

17.3 MB

116 KB

450 KB

55.1KB




[z Server Manager

@ v Server Manager * All Servers @ | Manage Took View

e SERVERS : ‘
88 Dashboard . All servers | 1 total \ TASKS ¥ |
All Servers = P =
= Filter pel @Y R~ v
Wg File and Storage Services b
i3] Hyper-V Server Name  1Pvd Address Manageability Last Update Windows Activation

HYPERV1 192.168.3.200 Online - Performance counters not started 2/24/2020 12:08:55 PM 00430-70396-31180-AA124 (Activated)

Add Roles and Features

Restart Server

Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

Hyper-V Manager

EVENTS Manage As ... -
All events | 3 to Start Performance Counters { .

Remove Server
Filter :. v &

Refresh

Copy

r

Server Name Log Date and Time

HYPERV1 1014  Warning Microsoft-Windows-DNS Client Events System 2/24/2020 8:27:56 AM
HYPERV1 10154 Warning Microsoft-Windows-Windows Remote Management System 2/24/2020 8:26:58 AM
HYPERV1 5719  Error NETLOGON System 2/24/2020 8:26:58 AM




=1 Hyper-V Manager
File Action
&= 2m|

View Help

B Hyper-V Settings for 151-52019

E Hyper-V Manager ’
Bg 151-s201"

New

Import Virtual Machine...

Hyper-V Settings...

Virtual Switch Manager...

Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server
Refresh

View

Help

| Virtual Machines

>

HyperV1

Summary Memory Netwg

Createy
Configy
Genera
Notes:

X Server
I virtual Hard Disks

C:\Users\Public\Documents\Hyper-...
% Virtual Machines
C:\ProgramData Microsoft\Windo. ..
[ numa Spanning
Allow NUMA Spanning
E|® Live Migrations
No Live Migrations
[ storage Migrations
2 Simultaneous Migrations
£¥ Enhanced Session Mode Policy
Allow Enhanced Session Mode
Eﬁ Replication Configuration

Not enabled as a Replica server

Use on the virtual machine
5 Mouse Release Key
CTRL+ALT+H.EFT ARROW
@ Enhanced Session Mode
Use if available
3 Reset Check Boxes
Reset check boxes

= Virtual Hard Disks

Spedify the default folder to store virtual hard disk files.

'C:\Users\Puinc\DooJmensv-iyper-V\\ﬁrtual Hard Disks

Cancel

Browse... |

Apply




=1 Hyper-V Manager

File Action View Help

e |25 HE

E Hyper-V Manager
B 151-52019

Virtual Machines
~
Name State
E DC Running

. HyperV1 Running

B MyDesktop Connect...
Settings...

Turn Off...
Shut Down...

Checkpoints Save

Pause

Reset
Checkpoint

Move...
Export...

Rename...

Enable Replication..

HyperV1

G Help

Configuration Version: 5.0
Generation: 2
Notes: Non|

Summary Memory Networking Replication

il Settings for HyperV1 on ISI-52019

“ HyperV1 v

4 » D

A Hardware
['| Add Hardware
= Firmware
Boot from File
. Security
Secure Boot enabled
W& Memory
1024 MB
1 Processor
2 Virtual processors
[= &l scsi Controller
- Hard Drive
HyperV1.vhdx
../ DVD Drive
None
@ Network Adapter
Company Private
A Management
[x] Name
HyperV1
Integration Services
Some services offered

t# Checkpoints

Production

@ Smart Paging File Location

C:\HyperV-VMs\Hyperv1
E;- Automatic Start Action
Restart if previously running
E.;.. Automatic Stop Action

Save

r Add Hardware

You can use this setting to add devices to your virtual machine.
Select the devices you want to add and dick the Add button.

SCSI Controller

Network Adapter

RemoteFX 3D Video Adapter
Fibre Channel Adapter

Cancel

Apply




Windows Admin Center  Server Manager 2 Microsoft

isi-s2019.corphq.i-sw.com

Tools < Virtual machines
£ Summary Inventory
| = Rt —
Events Status
] Files ] ‘
B Firewall Running Off Saved Paused —
1Irew:
|
3 0 0 0 3 |

Installed apps |

PO Local users & groups
‘55 Networks Events
@ Performance Monitor o Microsoft-Windows-Hyper-V-Chipset  An hour ago
‘MyDesktop' successfully booted an operating system. (Virtual machine ID 729664F8-1496-4397-8982-1D316EBB3D87)
PowerShell 0 Microsoft-Windows-Hyper-V-Worker ~ An hour ago
‘MyDesktop' started successfully. (Virtual machine ID 729664F8-1496-4397-B989-1D316EBB3D87) |
53 Processes a Microsoft-Windows-Hyper-V-SynthStor  An hour ago 1
‘MyDesktop': (B7F7C3F2-67CE-4D3D-9E22-AE2025F16CA4) started successfully. (Virtual machine 1D 729664F8-1496-4397-8989-1D316EBB3D87)
ﬁ Registry o Microsoft-Windows-Hyper-V-SynthNic  An hour age
'MyDesktop' Network Adapter (2BEOESE6-2A06-4666-BIFB-288DE37BBISF) started successfully. (Virtual Machine ID 729664F8-1496-4397-8989-1D316EBB3D87)
X Remote Desktop @ Microsoft-Windows-Hyper-V-SynthNic ~ An hour ago

‘MyDesktop' Network Adapter (729664F8-1496-4397-8989-1D316EBB3D87--2BEOESEG-2A06-4666-BIFB-288DE37BBI9F) Connected to virtual network. (Virtual
S& Roles & features Machine ID 729664F8-1496-4397-B989-1D316EBB3D87)

View all events >
E& Scheduled tasks

By Services
CPU Memory |
B Storage |
e 3 . Top CPU usage Top assigned memo
| %Q Storage Migration Service Host | Guest P 9 Host Guest P 9 i
. Name CPU usage Name Assigned memory 1],
BB Storage Replica 0% ' 0% 6.5% 5.6%
MyDesktop 0% MyDe... 25%
gjl System Insights
HyperV1 0% DC 1.6%
Updates DC 0% Hyper.. 16%
[v) )
Virtual machines 0 A 1 2'1 A)
of total CPU of 63.8 GB

Virtual switches

l @ Settings



Windows Admin Center  Server Manager i Microsoft

isi-s2019.corphq.i-sw.com

Tools < Virtual machines
C
pe Summary Inventory
i by e
-+ New t tting More 3items O N R
Events :
[0 Name St CPU usa M ry dem... Assigned mem. Upti... ta Ta.
&l Files s , i .
DC Ru.. 0% 98 % N 1003 MB 1GB 0:11:5.. OK Not signed in
B Firewall HyperV1 Ru... 0% 0% 0B 1GB 0:02:3... OK Not signed in
|
MyDesktop Ru.. 0% 84 % 1.32GB 1.58 GB 0:01:3.. OK Not signed in

Installed apps

P

Local users & groups
Networks
@ Performance Monitor
PowerShell
@ Processes |
ﬁ Registry
»{ Remote Desktop
=& Roles & features
% Scheduled tasks
G Services
E Storage |
| @,[g Storage Migration Service
B8 Storage Replica
?.jl System Insights

@ Updates

Virtual machines

Virtual switches

@ Settings



Windows Admin Center

Tools

=]

(=

=

il

&
i
B3
g
)
“a
| Zn

ge

£l
E]

e

Events

Files

Firewall

= Installed apps

Local users & groups

Networks

Performance Monitor

PowerShell

Processes

Registry

Remote Desktop

Roles & features

Scheduled tasks

Services

Storage

Storage Migration Service

Storage Replica

System Insights

Updates

Virtual machines

Virtual switches

Settings

p

Server Manager

isi-s2019.corphq.i-sw.com

<

Virtual machines > DC

>{ Connect 33 Settings
Properties
State
Running

Last replication

Generation

2

Status
Operating normally

Operating system

Windows Server 2019 Datacenter

Computer name

DC.company.pri

Performance

CPU

12 %

B Microsoft

[] Shut down

Host

ISI-S2019

Last successful checkpoint

Memory assigned

1GB

Virtual processors

2

Operating system version

10.0.17763

Clustered

No

=]
S

Save

Memory

1GB

(® New checkpoint  More

Dynamic memory

Disabled

Uptime
0:12:05:10

Memory demand

1.01 GB

Created

Feb 22, 2020, 5:04:44 PM

Integration services version

10.0.17763

Disaster Recovery status

Sign in to Azure

Now




Windows Admin Center  Server Manager 2 Microsoft

isi-s2019.corphq.i-sw.com

Tools < Events
& S . . -Cli
/O > HostGuardianService-Client @ Clear & Export @ Disable Log
> Httplog
) : 12 jtems O Y | Searct O

I.:' Overview > HttpService - 3 .
Level Date and Time Source Event ID

/\ Azure hybrid services » Hyper-V-Compute
Information 2/22/2020, 11:02:09 PM Microsoft-Wind... 27301

> Hyper-V-Config

A
& Azure Backup : . Information 2/22/2020, 11:02:08 PM Microsoft-Wind... 27300
> Hyper-V-Guest-Drivers-Dynamic-Memory

% Azure File Sync s E Information 2/22/2020, 11:01:50 PM Microsoft-Wind... 27301
v Hyper-V-Hypervisor
Inf i 11:01:49 PM Mi -Wind... 7é
D,—-l R NGO BNy pervisor Adiiin nformation 2/22/2020, 11:01:49 icrosoft-Wind 27300
Inf ti 2/22/2020, 11:01:26 PM Mi ft-Wind... 27301
. Microsoft-Windows-Hyper-V-Hypervisor-Analytic nrormation 5 crose "
Azure Security Center = - .
Information 2/22/2020, 11:01:25 PM Microsoft-Wind... 27300

Microsoft-Windows-Hyper-V-Hypervisor-Operational

9 Certificates 5. HjparvENese Information 2/22/2020, 8:26:45 PM Microsoft-Wind... 27311

Cg Devices > Hyper-V-StorageVsP Information 2/22/2020, 8:26:44 PM Microsoft-Wind... 27310
S . Information 2/22/2020, 5:04:45 PM Microsoft-Wind... 27311
Events > Hyper-V-VID
v Hyper-V-VMMS Information 2/22/2020, 5:04:44 PM Microsoft-Wind... 27310
o Files Information 2/22/2020, 11:51:53 AM Microsoft-Wind... 27311

Microsoft-Windows-Hyper-V-VMMS-Admin
i Inf i 11:51:52 AM Mi -Wind... 731
B Firewall Microsoft-Windows-Hyper-V-VMMS-Analytic nformation 2/22/2020, 11:51:52 icrosoft-Wind. 27310
§= Installed apps Microsoft-Windows-Hyper-V-VMMS-Networking
Mi ft-Windows-Hyper-V-VMMS-Operational
Bl hoeivses Buguoops icrosoft-Windows-Hyper: perationa
Microsoft-Windows-Hyper-V-VMMS-Storage

*55 Networks
> Hyper-V-VMSP
@ Performance Monitor > Hyper-V-VmSwitch
5 2 > Hyper-V-Worker . .
PowerShell d Event 27301, Microsoft-Windows-Hyper-V-V...
> 1dCtrls
3 Processes
> |E-SmartScreen Description Details
o . S e,
B Registry > IME-Broker
The system successfully compacted 'C:\HyperV-VMs\HyperV1\Virtual Hard
3{ Remote Desktop 2 IME-CandidateUl Disks\HyperV/1.vhdx

v

48 Roles & features IME-CustomerFeedbackManager

v

IME-CustomerFeedbackManagerU|
% Scheduled tasks

v

IME-JPAPI

v

IME-JPLMP
@ Settings

v

IME-JPPRED




PowerShell

Many PowerShell cmdlets for managing
Hyper-V hosts and guests

Verb-object format (“Get-VM”)

- Verbs like Add, Connect, Enable, Get,
New, Remove, Rename, Set, Start

- Objects like VM, VMSwitch,
VMNetworkAdapter, VMHost, VHD

Parameters modify cmdlet behavior

https://docs.Microsoft.com/<lang>/
powershell/module/hyper-v/



(€)> e @

© & https://docs.microsoft.com/en-us/powershell/module/hyper-v/Zview=win10-ps
L+ Most Visited
B Microsoft | Windows IT Pro Center  Explore~ Docs Downloads v/

Docs Windows / PowerShell

Version

Windows 10 and Windows Server 2016...~~

P search

> hostcomputeservice

v hyper-v

hyper-v
Add-VMDvdDrive

Add-VMFibreChannelHba
Add-VMGroupMember
Add-VMHardDiskDrive
Add-VMMigrationNetwork
Add-VMNetworkAdapter
Add-VMNetworkAdapterAc

Add-

VMNetworkAdapterExtendedAc|

Add-

VmNetworkAdapterRoutingDomain

Mapping

Add-VMRemoteFx3dVideoAdapter

Add-VMScsiController
Add-VMStoragePath
Add-VMSwitch

Add-

VMSwitchExtensionPortFeature

Add-

VMSwitchExtensionSwitchFeature

Hyper-V

.~ @ N

Scripts  Support

[1 Bookmark & Feedback & Edit & Share

This reference provides cmdlet descriptions and syntax for all Hyper-V-specific cmdlets. It lists the cmdlets

in alphabetical order based on the verb at the beginning of the cmdlet.

hyper-v
Add-VMDvdDrive
Add-VMFibreChannelHba
Add-VMGroupMember
Add-VMHardDiskDrive

Add-VMMigrationNetwork

Add-VMNetworkAdapter

Add-VMNetworkAdapterAcl

Add-VMNetworkAdapterExtendedAc!
Add-VMRemoteFx3dVideoAdapter
Add-VMScsiController
Add-VMStoragePath

Add-VMSwitch

Adds a DVD drive to a virtual machine.

Adds a virtual Fibre Channel host bus adapter to a virtual machine.

Adds group members to a virtual machine group.

Adds a hard disk drive to a virtual machine.

Adds a network for virtual machine migration on one or more virtual
machine hosts.

Adds a virtual network adapter to a virtual machine.

Creates an ACL to apply to the traffic through a virtual machine network
adapter.

Creates an extended ACL for a virtual network adapter.

Adds a RemoteFX video adapter in a virtual machine.

Adds a SCSI controller in a virtual machine.

Adds a path to a storage resource pool.

Adds a virtual switch to an Ethernet resource pool.

N @ @

Search P
% Theme  Signin
Is this page helpful?
% Yes G2 No

In this article

hyper-v




PowerShell Direct

Run cmdlets in a VM from the host without
setting up a network connection

- Single-use (Invoke-Command)
- Interactive session (Enter-PSSession)
- Persistent session (New-PSSession)

Use either the VM name or GUID in the
cmdlet

- -VMName, -VMId

Both host and guest must be running
Windows 10 or Server 2016+



You do need guest credentials in the
VM to use PowerShell Direct.



PowerShell Direct is probably more

useful when your management

system resides in a different domain.



Using PowerShell Direct




Delegating VM Management

No perfect solution

“Hyper-V Administrators” local group

- Confers full access to all Hyper-V
features and VMs on the host

SCVMM ($9%)
- Per-resource assignable permissions
- Controllable access to VM Viewer

JEA (“Just Enough Administration”)
- Only for PowerShell cmdlets
- Fairly complicated




The older tool “Authorization
Manager” (also known as AzMan)
has been deprecated
and not replaced.

(



Delegating VM Management

When setting up accounts to manage
Hyper-V, consider the following groups:

- BUILTIN\Hyper-V Administrators
- BUILTIN\Remote Management Users
- BUILTIN\Remote Desktop Users

Domain Admin accounts will already have
these rights...

...but you normally wouldn’t want to make
every Hyper-V admin a domain admin




] Active Directory Users and Computers

File Action View Help

e zm s8I XECE Hm Y

] Active Directory Users and Com
> [ ] Saved Queries
v 3 company.pri
> [ Builtin
> | Computers
> (2| Domain Controllers
» || ForeignSecurityPrincipal:
=] IT
» || Managed Service Accout
> | Users

Name
& Glenn Weadock

Glenn Weadock Properties ? X
Remote control Remote Desktop Services Profile COM=
General Address  Account  Profile Telephones  Organization
Member Of Dial4n Environment Sessions

Member of:
Name Active Directory Domain Services Folder
Administrators company.pri/Builtin
Domain Users company pri/Users
Hyper-V Administrators company.pri/Builtin
Remote Desktop Users company.pri/Buittin
Remote Management Users  company.pri/Builtin
< >
Add.. | Remove
Primary group: Domain Users
o= There is no need to change Primary group unless
§et P"’“?'Y Group | you have Macintosh clients or POSIX-compliant
applications.
OK Cancel | | Jpply Help




Nested Virtualization




Fﬁ Add Roles and Features Wizard — O

DESTINATION SERVER View
S€|eCt Server I'O'GS DC.company.pri
X
=, Add Roles and Features Wizard X
0 Validation Results )
5 the services that

The validation process found problems on the server to which you want to install features, eate and manage

The selected features are not compatible with the current configuration of your selected pnd their resourtes.

server. Click OK to select different features. ine is a virtualized
that operates in an

n environment. This
Validation multiple operating

Server
Results eously.

@ O DC.company.pri

Hyper-V cannot be installed: The processor does not have required virtualization
capabilities.

Hide

AL 100 - ARCOvVaETOIT ORIV |
| Web Server (lIS) ‘
Windows Deployment Services

| < Previous | | Next> | | Install ‘ Cancel

@ Manageability @ Manageability

Fuentc Fuantc



Nested Virtualization

cevennens : Run Hyper-V in a virtual machine
- That VM becomes simultaneously
secccccccee g V § a host and a guest
ettt e Host OS must be Server 2016+
E escccoe 5 ........ - Intel-only CPU
: 'V ¢ - VT-x, EPT
S .. - No Device Guard or VBS
Guest OS must (?) be Server 2016+ or
I WindOWS ‘IO

- VM configuration must be v8.0+



—— Physical Host

<
< —
W

VM1 VM2

—( AR

Hyper-V Role

Hyper-V Role




Set-VMProcessor
-VMName <vmname>

-ExposeVirtualizationExtensions
Strue

Get-VMNetworkAdapter
-VMName <vmname>
| Set-VMNetworkAdapter

-MacAddressSpoofing on

<vmname> must be turned off
(get names of VMs with “Get-VM”)

Enables nested virtualization

Provide routing to the nested VM
Get the network adapter for the VM

Pipe the output to the “Set” cmdlet

Enable MAC address spoofing




As an alternative to enabling MAC
address spoofing on the guest NIC,
you could set up a NAT switch to
orovide routing to the nested VM.




Nested Virtualization: Lifted Limitations

'

Some Microsoft documentation is outdated

Many initial restrictions no longer apply:
- Nested VMs can now be checkpointed

- Nested VMs can now be live-migrated
(on Windows Server, not Windows 10)

- Some non-Microsoft operating systems
can now run in grandchild partitions



You might not want to use nested
virtualization in a production
environment. Consider whether you
can achieve your goals more simply...

..however, Iit's great for demos and

labbs (this course being

—xhibit AD).



Installing an Operating System




Methods for Creating a VM

Hyper-V Manager: New > Virtual Machine
- Wizard walks you through

Windows Admin Center
- Fewer options at create time

PowerShell
- New-VM with many parameters




New Virtual Machine Wizard X

Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Specify Name and Location you can change the configuration later using Hyper-V Manager.
Specify Generation

BEiy To create a virtual machine, do one of the following:
Assign Memory

¢ « Click Finish to create a virtual machine that is configured with default values.
Configure Networking « Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[] Do not show this page again

m
m
=

ous Next > Finish H Cancel ‘




Windows Admin Center  Server Manager 2 Microsoft

isi-s2019.corphq.i-sw.com

Tools < Virtual machines New virtual machine
7 Name *
L Summary Inventory
— —_— |
-+ New nnect settings  More
Events
[0 Name4 St... CPU usa.. Me Generation
[=] Files = A N i
bc Ru.. 0% 106% —" 1.0 Generation 2 (Recommended) %
BEF Firewall HyperV1 Ru.. 0% 0% 08
Path
= MyDes ... % % :
8= Installed apps Desktop Ru 0 83 1.5¢
C:\ProgramData\Microsoft\Windows\Hyp v
FoFonl U B avee @ The VM configuration and virtual hard disks are saved under

& C:\ProgramData\Microsoft\Windows\Hyper-V\
& Networks

@ Performance Monitor Virtual processors
PowerShell
Count
53 Processes 2
ﬁ Registry
l:l Enable nested virtualization
> Remote Desktop @ Ssimultaneous multithreading is enabled for increased
performance.
S& Roles & features
Memory

% Scheduled tasks
Startup memory (GB) *

tx Services

2
E Storage L
Hg Storage Migration Service |:| Use dynamic memory
B8 Storage Replica
‘.}jl System Insights

@ Updates

Virtual machines

Network

Virtual switches




EX Administrator: Windows PowerShell

Creates a new virtual machine.

SYNTAX
New-VM [[-Name] <String>] [[-MemoryStartupBytes] <Int64>] [[-Generation] {1 | 2}] [-AsJob] [-BootDevice {Floppy |
CD | IDE | LegacyNetworkAdapter | NetworkAdapter | VHD}] [-CimSession <CimSession[]>] [-ComputerName <String[]>]
[-Confirm] [-Credential <PSCredential[]>] [-Experimental] [-Force] -NewVHDPath <String> -NewVHDSizeBytes <UInt64>
[-Path <String>] [-Prerelease] [-SwitchName <String>] [-Version <Version>] [-WhatIf] [<CommonParameters>]

New-VM [[-Name] <String>] [[-MemoryStartupBytes] <Int64>] [[-Generation] {1 | 2}] [-AsJob] [-BootDevice {Floppy |
CD | IDE | LegacyNetworkAdapter | NetworkAdapter | VHD}] [-CimSession <CimSession[]>] [-ComputerName <String[]>]
[-Confirm] [-Credential <PSCredential[]>] [-Experimental] [-Force] [-NoVHD] [-Path <String>] [-Prerelease]
[-SwitchName <String>] [-Version <Version>] [-WhatIf] [<CommonParameters>]

New-VM [[-Name] <String>] [[-MemoryStartupBytes] <Int64>] [[-Generation] {1 | 2}] [-AsJob] [-BootDevice {Floppy |
CD | IDE | LegacyNetworkAdapter | NetworkAdapter | VHD}] [-CimSession <CimSession[]>] [-ComputerName <String[]>]
[-Confirm] [-Credential <PSCredential[]>] [-Experimental] [-Force] [-Path <String>] [-Prerelease] [-SwitchName
<String>] -VHDPath <String> [-Version <Version>] [-WhatIf] [<CommonParameters>]

DESCRIPTION
The New-VM cmdlet creates a new virtual machine.

To see the examples, type: "get-help New-VM -examples”.
For more information, type: "get-help New-VM -detailed”.
For technical information, type: “"get-help New-VM -full®.




EX Administrator: Windows PowerShell

PS C:\Windows\system32> get-help new-vm

Creates a new virtual machine.

Example 1
PS C:\> New-VM -Name "new 1" -MemoryStartupBytes 512MB

This example creates a new virtual machine named new 1 that has 512 MB of memory.
Example 2

PS C:\> New-VM -Name "new 2" -MemoryStartupBytes 1GB -NewVHDPath d:\vhd\base.vhdx

This example creates a virtual machine named new 2 that has 1 GB of memory and that is connected to a new 490 GB
virtual hard disk that uses the VHDX format.
Example 3

PS C:\> New-VM -Name "new 3" -MemoryStartupBytes 1GB -VHDPath d:\vhd\BaseImage.vhdx

This example creates a virtual machine named new 3 that has 1 GB of memory and connects it to an existing virtual
hard disk that uses the VHDX format.

PS C:\Windows\system32>




On Windows 10 systems,

Hyper-V includes a

“Quick Create” icon, but

' use Hyper-V Manager

?ﬁ;v Ll for the widest range of
options.

170



Methods for Installing an OS

Obtain a VHD with OS preloaded
- For example, MS Evaluation Center
- “Template” VM e.g. via SCVMM

PXE-boot the VM and install the OS
from the network

- Presumes the necessary infrastructure:
Images, WDS, etc.

Mount an ISO in a virtual DVD drive
- May require “constrained delegation”
- No physical DVD drive access in Gen?2




7 Settings for VM1 on HYPERV1

VM | 4« »|®
2 Hardware () DVD Drive
r Add Hardware
B Firmware Select the controller and location on the controller to attach the CD/DVD drive.
Boot entry changes pending Controller: Location:
@ security |SCSI Controller ~ ’ | 1 (in use) v
Secure Boot enabled
Media
W& Memory 2 : ; : 2
1024 MB Specify the media to use with your virtual CD/DVD drive.
] Processor O None
1 Virtual processor @ I fle:

[= & scsI Controller

= Hard Drive
VM1.vhdx

(_) DVD Drive

U Network Adapter
Not connected

A Management

en_windows_10_business...

Name
VM1

E] Integration Services
Some services offered

% Checkpoints
Production

Fﬁ Smart Paging File Location

% Automatic Start Action

ff% Automatic Stop Action
Save

Restart if previously running

C:\ProgramData\Microsoft\Windo...

| \\mydeskhop\iso\en_windows_10_business_editions_version_1909_x64_dvd_a|

To remove the virtual CD/DVD drive from this virtual machine, dick Remove.

Cancel | | Apply

R




&, Settings for VM1 on HYPERV1

VM v| 4« » |O
A Hardware w‘ DVD Drive

l" Add Hardware

B Frmware Select the controller and location on the controller to attach the CD/DVD drive.
Boot entry changes pending Cogtroller: Location:

@ Security 'SCSI Controller v | [1Gnuse) v
Secure Boot enabled

Media

M Memory 2 : : : X

1024 MB Specify the media to use with your virtual CD/DVD drive.
1 Processor () None

2 Virtual processors Settings x

= &l scsi Controller

@ HeardDrive Q Error applying DVD Drive changes version_1509_x64_dvd_3|

VM1.vhdx
(.) DVD Drive Failed to add device 'Virtual CD/DVD Disk'. @
en_windows__
@ Network Adapter User Account does not have permission to open attachment.  }&, dick Remove.
ey VM1 failed to add device 'Virtual CD/DVD Disk'. (Virtual | Remove
£ Vsagesest machine D 05B596D6-EEC5-4848-BOOE-312D0B1F49A4) -
Name
VM1 'VM1": User account does not have permission required to
D Integration Services open attachment
Some services offers A\en_windows_10_business_editions_version_1909_x64 _dvd_...
{ Checkpoints Error: 'General access denied error' ((x80070003). (Virtual
Production machine ID 05B596D6-EEC5-4848-BO0E-312D0B1F49A4)

n-n Smart Paging File Log

C:\ProgramData\Mig ) A ~
- Close
f5 Automatic Start Actid
Restart if previously running
ffe Automatic Stop Action
Save

[ ok ]| concel || oy




&8

Constrained delegation

A technigue for specifying which services a specific
computer can access on behalf of a user.

Implements a “trust boundary” for greater security.



Steps to Perform Constrained Delegation

a

Active Directory Users and Computers >
properties of VM host > Delegation tab

“Trust this computer for delegation”

“Select users or computers” > specify
computer sharing the ISO

“Add services” > choose CIFS

Reboot VM host



Depending on the VM configuration,
yOU May need to modify the boot
order in the “Firmware” settings for
the VM so that the virtual DVD drive Is
at the top.



ﬁ Settings for HyperV1 on 151-52019 -

[ HyperV1 v ’ 4 » |0
A Hardware Firmware
r Add Hardware
B Ermware Boot order
Boot from File Select the order in which boot entries are checked to start the operating system.
@ security Type Value
Secure Boot enabled :
D File bootmgfw.efi
. N]l;f;il'{:s Q DVD Drive en_windows_server_2019 updated_...
n Processor @ Network Adapter  Company Private
2 Virtual processors w= Hard Drive HyperV1.vhdx ——
> ve Down
= & scsI Controller :
s Hard Drive
HyperV1.vhdx
..) DVD Drive
en_windows_server_2019_up...
9 Network Adapter Details for selected boot entry:
Company Private
A4 Management Description: EFI SCSI Device A
Name Value: C:\0S-Images
HyperV1 _windows_server_2019_updated_nov_2018_x64_dvd_56432a3e.iso
| Integration Services
D S(ige services offered Firmware device path: AcpiEx{VMBus,0,0)/VenHw(SB17E5A2-0891-42DD-B653-
: 80B5C22809BA,D9636 1BAA 104294DB60572E2FFB 1IDC7F44EACSFDASASDF4CSFS v
t# Checkpoints
Production

ﬁ Smart Paging File Location
C:\HyperV-VMs\Hyperv1

f5 Automatic Start Action
Restart if previously running

Ei" Automatic Stop Action

Save

ok || ol | ooy




Create a virtual machine
and install an operating system




Good work! Up Next:
Configure Virtual Machines




