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1.1 h@dSNWASS
Access control lifACLJs also called access list or firewall. It is even called packet filtering in some docufienfsCL
defines rules to determine whether to forward or drop data packativing at anetwork interface.
ACLs are classified by function into two types:

A Secuity ACLs: Used to control data flows that are allowed to pass through a network device.

A Quality of service (QoS) ACLs: Used to classify and process data flows by priority.
A ACLs are configured for a lot of reasons. Major reasons include:
A

Network accessantrol:To ensure network security, rules are defined to limit access of users to some services (for
example, only access to the WWW and email services is permitted, and access to other services such as Telnet is
prohibited), or to allow users to accessdees in a specified period of time, or to allow only specified hosts to
access the network.

A Qo0S: QoS ACLs are used to preferentially classify and process important data flows. For details about the use of QoS
ALCs, see the configuration manual relateQmS.

1.2 | LI AOF GA2Y A

Application Description

Access Control of an Enterprise On an enterprise network, the network access rights of each department, for
Network example, access rights of servers and use permissions of chatting tools (such ¢
and MSN), must be controlled according to requirements.

1.2.1 Access Control of an Enterprise Netvwkor

Scenario

Internet viruses can be found everywhere. Therefore, it is necessary to block ports that are often used by viruses to ensure
security of an enterprise network as follows:

A Allow only internal PCs to access the server.
A Prohibit PCs of a nefinancial department from accessing PCs of the financial department, and prohibit PCs of a non
R&D department from accessing PCs of the R&D department.

A Prohibit the staff of the R&D department from using chatting tools (such as QQ and MSN) during workirfgphours
09:00 to 18:00.
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Figurel-1
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Remarks | Switch C at the access layers connected to PCs of each department and to Switch B at the aggregation
through the gigabit optical fiber (trunk mode).

Switch B at the aggregation laytultiple virtual local area networks (VLANS) are divided. One VLAN is de
for one department. These VLANSs are connected to Switch A at the core layer throughgigali® optical
fiber (trunk mode).

Switch A at theore layertt is connected to various servers, such as the File Transfer Protocol (FTP) serve
Hypertext Transfer Protocol (HTTP) server, and to the Internet through firewalls.

Deployme
nt
A Configure an extended ACL on the port G2/1 to filter data packieus protecting the network against the viruses.

This port is located on a cotayer device (Switch A) and used to connect Switch A to the uplink port G2/1 of a
router.

A Allow only internal PCs to access servers, and prohibit external PCs fromragsessers. Define and apply the
extended IP ACLs on G2/2 or switch virtual interface (SVI) 2 that is used to connect Switch A to an aggregation layer
device or server.

A Prohibit mutual access between specified departments. Define and apply the extend@l on G0/28nd G0/23
of Switch B.

A Configure and apply the timeased extended IP ACLs on SVI 2 of Switch B to prohibit the R&D department from
using chatting tools (such as QQ and MSN) in a specified period of time.

1.3 Features

Basic
Concepts

C AcL
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ACLs include basic ACLs and dynamic ACLs.

You can select basic dynamicACLs as required. Generally, basic ACLs can meet the security requirements. However,
experienced hackers may use certain software to access the netwameans of IP address spowfilf dynamic ACLs are

used, users are requested to pass identify authentication before accessing the network, which prevents hackers from intruding
the network. Therefore, you can use dynamic ACLs in some sensitive areas to guarantee network security.

&) IPaddress spoofing is an inherent problem of all ACLs, including dynamic ACLs. Hackers may use forged IP addresses to
access the network during the validity period of authenticated user identifie® methods are available to resolve this
problem. One isd set the idle time of user access to a smaller value, which increases the difficulty in intruding networks.
The other is to encrypt network data using the IPSec protocol, which ensures that all data is encrypted when arriving at a
device.

ACLs are gendiga configured on the following network devices:
A Devices between the internal network and the external network (such as the Internet)
A Devices on the border of two network segments
A Devices connected to controlled ports

ACL statements must be executed incitcompliance with their sequence in the ACL. Comparison starts from the first
statement. Once the header of a data packet matches a statement in the ACL, the subsequent statements are ignored and no
longer checked.

C Input/Output ACLs, Filtering Field Teptate, and Rules

When receiving a packet on an interface, the device checks whether the packet matches any access control entry (ACE) in the
input ACL of this interface. Before sending a packet through a interface, the device checks whether the patiest amgtc
ACE in the output ACL of this interface.

When different filtering rules are defined, all or only some rules may be applied simultaneously. If a packet matches an ACE,
this packet is processed according to the action policy (permit or deny) defirtets ACEACES in an ACL identify Ethernet
packets based on the following fields in the Ethernet packets:

Layer 2 (L2) fields:
A 48bit source MAC address (containing all 48 bits)
A 48bit destination MAC address (containing all 48 bits)
A 16-bit L2 type fidd
A Layer 3 (L3) fields:
A Source IP address field (All source IP address values can be specified, or the subnet can be used to define a type of
data flows.)

A Destination IP address field (All destination IP address values can be specified, or thecankdrestised to define a
type of data flows.)

A Protocol type field

A Layer 4 (L4) fields:

A Either a TCP source or destination port is specified, or both are specified, or the range of the source or destination
port is specified.

A Either a UDP source or destiiwt port is specified, or both are specified, or the range of the source or destination

port is specified.

Filtering fields refer to the fields in packets that can be used to identify or classify packets when an ACE is gerfitetied. A

field templak is a combination of these fieldsor example, when an ACE is generated, packets are identified and classified
based on the destination IP address field in each packet; when another ACE is generated, packets are identified add classifie
based on the sowe IP address field and UDP source port field in each packet. The two ACEs use different filtering field
templates.

Rules refer to values of fields in the filtering field template of an A@Example, the content of an ACE is as follows:
permit tcp ho$ 192.168.12.2any eq telnet
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In this ACE, the filtering field template is a combination of the following fields:source IP address field, IP protpeoidi€dP
destination port field. The corresponding values (rules) are as fokowsce IP addressHost 192.168.12.2; IP protocol = TCP;
TCP destination port Telnet.

Figurel-2 Analysis of the ACE: permit tcp host 192.168.12.2 any eq telnet

Template

Rules

# Action
action: = Permit

A filtering field template can be a combination of L3 and L4 fields, or a combination of multiple L2 fields. The filtering

field template of a standard or an extended ACL, however, cannot be a combination of L2 and L3 fields, a combination of
L2 and L4 fids, or a combination of L2, L3, and L4 fields. To use a combination of L2,L3, and L4 fields, you can use the
expert ACLs.

An SVI associated with ACLs in the outgoing direction supports the IP standard, IP extended, MAC extended, and expert
ACLslf an MAC extended or expert ACL is configured to match the destination MAC address and is applied to the outgoing
direction of the SVI, the related ACE can be configured but cannot take effect. If an IP extended or expert ACL is configured
to match the destinatia IP address, but the destination IP address is not in the subnet IP address range of the associated
SVI, the configured ACL cannot take effEot. example, assume that the address of VLAN92s168.64.1 255.255.255.0

an IP extended ACL is createddahe ACE ideny udp any 192.168.65.1 0.0.0.255 eq 2%5this ACL is applied to the
outgoing interface of VLAN 1, the ACL cannot take effect because the destination IP address is not in the subnet IP address
range of VLAN 1. If the ACHésny udp any 92.168.64.1 0.0.0.255 eq 25the ACL can take effect because the destination

IP address is in the subnet IP address range of VLAN 1.

On a switch, if ACLs are applied to the outgoing direction of a physical port or an aggregate port (AP), the Ateks can fil
only weltknown packets (unicast or multicast packets), but not unknown unicast packets. That is, for unknown or
broadcast packets, ACLs configured in the outgoing direction of a port does not take effect.

On a switch, if the input ACL and DOT1X, global IP+MAC binding, port security, and IP source guard are shared among all
ports, the permit and default deny ACEs do not take effect, but other deny ACEs take effect.

On a switch, if the input ACL and QoSsrared, the permit ACEs do not take effect, other deny ACEs take effect, and the
default deny ACE takes effect after the QoS ACE takes effect.

On a switch, you can run thrgossecurity compatiblecommand to make the permit and deny ACEs take effetiiat
same time when the potbased input ACL and DOT1X, global IP+MAC binding, port security, and IP source guard are
shared.

If ACEs are added to an ACL and then the switch is restarted after an ACL is applied to the incoming direction of multiple
SViIs, te ACL may fail to be configured on some SVIs due to the limited hardware capacity.

If an expert ACL is configured and applied to the outgoing direction of an interface, and some ACEs in this ACL contain the
L3 matching information (e.g. the IP addresd &4 port), norIP packets sent to the device from this interface cannot be
controlled by the permit and deny ACEs in this ACL.

If ACEs of an ACL (IP ACL or expert extended ACL) are configured to mat2fiielols (such as SIP and DIP), the ACL does
not take effect on tagged MPLS packets.

To allow users better learn the running status of ACLs on a device, you can determine whether to specify the ACL logging
option as requiredvhen adding ACEs. If this option is specified, logs are output when packietsimygACEs are foundCL
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logs are displayed based on ACEs. That is, the device periodically displays ACEs with matched packets and the number of
matched packetsAn example of the log is as follows:

*Sep 9 16:23:06: %AGEMATCH: ACL 100 ACE 10 perenilp any any, match 78 packets.

To control the amount of logs and output frequency, you can configure the log update interval respectively for the IPv4 ACL
and the IPv6 ACL.

An ACE containing the ACL logging option consumes more hardware resourcesnficalted ACEs contain this option,
the ACE capacity of a device will be reduced by half.

By default, the log update interval is 0O, that is, no log is outpfier the ACL logging option is specified in an ACE, you
need to configure the log update intealto output related logs.

For an ACE containing the ACL logging option, if no packet is matched in the specified interval, no packet matching log
related to this ACE will be output. If matched packets are found in the specified interval, packet mhighirgjated to

this ACE will be output when the interval expir€ee number of matched packets is the total number of packets that
match the ACE during the specified interval, that is, the period from the previous log output to the current log output.

&) Only switches support the ACL logging function.

C
To implement network management, users may want to know whether an ACE has any matched packets and how many
packets are matched. ACLs provide the -A&fed packet matching counters. You can enable or disable packet matching

counters for all ACEs in an A@hjch can be an IP ACL, MAC ACL, expert ACL, or IPU akddiition, you can run thelear
counters acceséist [ ackid | ackname] command to reset ACL counters for a new round of statistics.

ACL Packet Matching Counters

@) Enabling ACL counters requires more hardware entries. In an extreme case, this will reduce by half the number of ACEs
that can be configured on a device.

&) Only switches support the ACL packeitching counters.
h@SNIASS

Feature Description

IP ACL Control incoming or outgoing IPv4 packets of a device based on the L3 or L4 information in t

packet header.

MAC Extended ACL | Control incoming or outgoing L2 packets of a device based on the L2 information in the Ether

packet header.

Expert Extended ACL Combine the IP ACL and MAC exied ACL into an expert extended ACL, which controls (perm
or denies) incoming or outgoing packets of a device using the same rule based on the L2, L3

information in the packet header.

IPv6 ACL Control incoming or otgoing IPv6 packets of a device based on the L3 or L4 information in the
packet header.
ACL80 Customize the matching fields and mask for scenarios where fixed matching fields cannot me

requirements.

ACL Redirection

Redirect incoming packets of a device that match ACEs to a specified outgoing interface.

Global Security ACL

Make an ACL take effect in the incoming direction ohédirfaces, instead of applying the ACL or]
every interface.

Security Channel

Allow packets to bypass the check of access control applications, such as DOT1X and Web
authentication, to meet requirements of some speceaénarios.

SVI Router ACL

Enable users in the same VLAN to communicate with each other.

ACL Logging

Output ACL packet matching logs at a specified interval according to requirements. The logs
users learn the packet matching result of a specified ACE.

@ J) QTECH |
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1.3.1 IPACL

The IP ACL implements refined control on incoming and outgoing IPv4 packets of a devian [germit or deny the entry of
specific IPv4 packets to a network according to actual requirements to control access of IP users to network resources.

2 2NJ Ay 3
t NAy OA LI S

Define a series of IP access rules in the IP ACL, and then apply the IP A@GLtki&hacoming or outgoing direction of an
interface or globally. The device checks whether the incoming or outgoing IPv4 packets match the rules and accordingly
forwards or blocks these packets.

To configure an IP ACL, you must specify a unique namiefor the ACL of a protocol so that the protocol can uniquely
identify each ACIThe following table lists the protocols that can use IDs to identify ACLs and the range of IDs.

Protocol ID Range
Standard IP 1¢99, 130@1999
Extended IP 100¢199,2000;2699

Basic ACLs include the standard IP ACLs and extended IP ACLs. Typical rules defined in an ACL contain the following matching
fields:

Source IP address

Destination IP address

IP protocol number

L4 source port ID or ICMP type

> > > >

A L4 destination portD or ICMP code

The standard IP ACL (ID range99, 130@1999) is used to forward or block packets based on the source IP address, whereas
the extended IP ACL (ID range: 4089, 200@2699) is used to forward or block packets based on a combination of the
preceding matching fields.

For an individual ACL, multiple independent ACL statements can be used to define multiple rules. All statements reference the
same ID or name so that these statements are bound with the sameH®@lever, more statements meanahit is
increasingly difficult to read and understand the ACL.

¢ For routing products, the ICMP code matching field in an ACL rule is ineffective for ICPM packets whose ICPMftype is 3.
the ICPM code of ICMP packets to be matched is configured in an ACL rule, the ACL matching result of incoming ICMP
packets of a deviewhose ICPM type is 3 may be different from the expected result.

C Implicit "Deny All Traffic" Rule Statement

At the end of every IP ACL is an implicit "deny all traffic" rule statement. Therefore, if a packet does not match drey rule,
packet will be daied.

For example:
accesdist 1 permit host 192.168.4.12

This ACL permits only packets sent from the source host 192.168.4.12, and denies packets sent from all otféihissts.
because the following statement exists at the end of this AaCtesdist 1 deny any

If the ACL contains only the following statement:
accesdist 1 deny host 192.168.4.12
Packets sent from any host will be denied when passing through this port.

@ When defining an ACL, you must consider the routing update packethe imgkit "deny all traffic" statement exists at
the end of an ACL, all routing update packets may be blocked.

C Input Sequence of Rule Statements

Every new rule is added to the end of an ACL and in front of the default rule statement. The input sequenesnafigsain
an ACL is very important. It determines the priority of each statement in the ACL. When determining whether to forward or

. QTECH | www.qtech.ru
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block packets, a device compares packets with rule statements based on the sequence that rule statements are created. After
locating a matched rule statement, the device does not check any other rule statement.

If a rule statement is created and denies all traffic, all subsequent statements will not be checked.
For example:

accesdist 101 deny ip any any

accesdist 101 pernit tcp 192.168.12.0 0.0.0.255 eq telnet any

The first rule statement denies all IP packets. Therefore, Telnet packets from the host on the network 192.168.12.0¢24 will b
denied. After the device finds that packets match the first rule statement, it doesheck the subsequent rule statements
any more.

Related
Configura
tion

C Configuring an IP ACL

By default, no IP ACL is configured on a device.

Run theip accesdist { standard | extended } §cl-name| ackid} command in globatonfiguration mode to create a standard
or an extended IP ACL and enter standard or extended IP ACL mode.

C  Adding ACEs to an IP ACL

By default, a newly created IP ACL contains an implicit ACE that denies all IPv4 packets. This ACE is hidden from users, but
takes effect when the ACL is applied to an interface. That is, all IPv4 packets will be discarded. Therefore, if you want the
device to receive or send some specific IPv4 packets, add some ACEs to the ACL.

For a standard IP ACL, add ACEs as follows:

A No mater whether the standard IP ACL is a named or number ACL, you can run the following command in standard
IP ACL mode to add an ACE:
[ sn] {permit| deny} {hostsourcé any| source sourcavildcard} [ time-rangetime-rangename] [ log]

A For anumbered standard IP ACL, you can also run the following command in global configuration mode to add an
ACE:
accesdist ackid { permit | deny} {hostsourc¢ any| source sourcavildcard} [time-rangem-rng-name][ log ]

A For an extended IP ACL, you eald ACEs as follows:

A No matter whether the extended IP ACL is a named or numbered ACL, you can run the following command in
extended IP ACL mode to add an ACE:
[ sn] {permit | deny} protocokhost sourcég any| source sourcavildcard} {hostdestinatior] any| destination
destinationwildcard}| [[ precedenceprecedencé [ tos tos]] | [ dscpdscyg [ecnecn | [fragment] [time-rangetime-
rangenamg [ log]

A For a numbered extended IP ACL, you can also run the following command ircglafigration mode to add an
ACE:
accesdist ackid { permit | deny} protocofhost sourcé¢ any| source sourcavildcard} {host destinatior] any|
destination destinatiorwildcard}| [[ precedenceprecedencé [ tos tog]] | [ dscpdscy [ecnecr] ] [fragment] [time-
rangetime-rangename [ log]

C Applying an IP ACL

By default, the IP ACL is not applied to any interface, that is, the IP ACL does not filter incoming or outgoing IFf ffaekets o
device.

Run theip accesggroup {ackid | ackname} { in| out } command in interface configuration mode to apply a stamdar an
extended IP ACL to a specified interface.

. QTECH | www.qtech.ru
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1.3.2 MAC Extended ACL

The MAC extended ACL implements refined control on incoming and outgoing packets based on the L2 header of packets. You
can permit or deny the entry of specific L2 packets to a netwabiks protecting network resources against attacks or control
users' access to network resources.

2 2NJ Ay 3
t NAy OA LI S

Define a series of MAC access rules in the MAC extended ACL, and then apply the ACL to the incoming or outgoing direction of
an interface. Th device checks whether the incoming or outgoing packets match the rules and accordingly forwards or blocks
these packets.

To configure an MAC extended ACL, you must specify a unique name or ID for this ACL to uniquely identififliee ACL.
following table lists the range of IDs that identify MAC extended ACLs.

Protocol ID Range

MAC extended ACL 700c799

Typical ruleslefined in an MAC extended ACL include:
A Source MAC address
A Destination MAC address
A Ethernet protocol type

The MAC extended ACL (ID range:¢79@) is used to filter packets based on the source or destination MAC address and the
Ethernet type in the packets

For an individual MAC extended ACL, multiple independent ACL statements can be used to define multiple rules. All
statements reference the same ID or name so that these statements are bound with the santtod@ler, more statements
mean that it is inceasingly difficult to read and understand the ACL.

i If ACEs in an MAC extended ACL are not defined specifically for IPv6 packets, that is, the Ethernet type is not specified or
the value of the Ethernet type field is not 0x86dd, the MAC extended ACLndoéker IPv6 packets. If you want to filter
IPv6 packets, use the IPv6 extended ACL.

C Implicit "Deny All Traffic" Rule Statement

At the end of every MAC extended ACL is an implicit "deny all traffic" rule statement. Therefore, if a packet does natynatch
rule, the packet will be denied.

For example:

accesdist 700 permit hos08c6.b3®0.0001 any

This ACL permits only packetsrfréhe host with the MAC addre€8c6.b®0.0001, and denies packets from all other hosts.
This is because the following statement exists at the end of thisa&Césdist 700 deny any any

Related
Configura
tion

C Configuring an MAC Extended ACL

By defaultho MAC extended ACL is configured on a device.
Run themac acceséist extended fickname| ackid } command in global configuration mode to create an MAC extended ACL
and enter MAC extended ACL mode.

C  Adding ACEs to an MAC Extended ACL

By default, a nely created MAC extended ACL contains an implicit ACE that denies all L2 packets. This ACE is hidden from
users, but takes effect when the ACL is applied to an interface. That is, all L2 packets will be discarded. Therefaamntif you
the device to recei or send some specific L2 packets, add some ACEs to the ACL.

You can add ACEs to an MAC extended ACL as follows:

. QTECH | www.qtech.ru
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A No matter whether the MAC extended ACL is a named or numbered ACL, you can run the following command in MAC
extended ACL mode to add an ACE:
[sni{ permit | deny {any| host srcmacaddr}{any| host dstmacaddr}[ethernettype][coscos] [inner coqd [ time-range
tm-rng-nam¢g

A For a numbered MAC extended ACL, you can also run the following command in global configuration mode to add an
ACE:
accesdist ackid{ permit | deny {any] host srecmacaddr{any| host dstmacaddr}[ethernettype][coscos] [inner cog
[ time-rangetime-range-nam¢g

C Applying an MAC Extended ACL
By default, the MAC extended ACL is not applied to any interface, that issetted MAC extended ACL does not filter

incoming or outgoing L2 packets of a device.

Run themac accesgroup {ackid | ackhame} { in| out } command in interface configuration mode to apply an MAC
extended ACL to a specified interface.

1.3.3 Expert Extended ACL

You can create an expert extended ACL to match the L2 and L3 information in packets using the sadime exfeert

extended ACL can be tre&l as a combination and enhancement of the IP ACL and the MAC extended ACL because the expert
extended ACL can contain ACEs in both the IP ACL and the MAC extended ACL. In addition, the VLAN ID can be specified in the
expert extended ACL to filter packets

22NJ Ay 3
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Define a series of access rules in the expert extended ACL, and then apply the ACL in the incoming or outgoing direction of a
interface. The device checks whether incoming or outgoing packets match the rules and accordingly forwards or blocks these
packes.

To configure an expert extended ACL, you must specify a unique name or ID for this ACL so that the protocol can uniquely
identify each ACIT.he following table lists the ID range of the expert extended ACL.

Protocol ID Range

Expert extended ACL 270052899

When an expert extended ACL is created, defined rules can be applied to all packets. The device determines whether to
forward or block packets by checking whether packets match these rules.

Typical rules defined in an expert extended ACL include:
A Allinformation in the basic ACL and MAC extended ACL
A VLANID

The expert extended ACL (ID range: 2Z2899) is a combination of the basic ACL and MAC extended ACL, and can filter
packets based on the VLAN ID.

For an individual expert extended ACL, multipgependent statements can be used to define multiple rules. All statements
reference the same ID or name so that these statements are bound with the same ACL.

2 Ifrules in an expert extended ACL are not defined specifically for IPv6 packets, thaEiheheet type is not specified
or the value of the Ethernet type field is not 0x86dd, the expert extended ACL does not filter IPv6 packets. If you want to
filter IPv6 packets, use the IPv6 extended ACL.

&# The UDF field in the expert extended ACL afata center product is a customized field. Users should customize the
protocol layer, offset, data and mask.

C Implicit "Deny All Traffic" Rule Statement

At the end of every expert extended ACL is an implicit "deny all traffic” rule statement. Therefopaciket does not match
any rule, the packet will be denied.

For example:
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accesdist 2700 permit 0x0806 any any any any any
This ACL permits only ARP packets whose Ethernet type is 0x0806, and denies all other types of piscisetecause the
following statement exists at the end of this AGtcesdist 2700 deny any any any any

Related
Configura
tion

C Configuring an Expert Extended ACL

By default, no expert extended ACL is configured on a device.

Run theexpert accessist extended fackname| ackid } command in global configuration mode to create an expert extended
ACL and enter expert extended ACL mode.

C Adding ACEs to an Expert Extended ACL

By default, a newly created expert extended ACL contains an implicit ACEe#iies dll packets. This ACE is hidden from users,
but takes effect when the ACL is applied to an interface. That is, all L2 packets will be discarded. Therefore, if yr@u want t
device to receive or send some specific L2 packets, add some ACEs to the ACL.

You can add ACEs to an expert extended ACL as follows:

A No matter whether the expert extended ACL is a named or numbered ACL, you can run the following command in
expert extended ACL mode to add an ACE:

A [snl{ permit | deny}[protocol [ ethernettype][ cogout] [inner in]]] [[VID[ouf][inner in]]] {Source sourcavildcard|
host source] any}{host sourcemacaddres$any} {destination destinatiorwildcard| hostdestination| any} {host
destinationmacaddresy any} [[precedenceprecedencHtos tos] | [ dscpdscy [ecnecr ] [fragment] [range
loweruppet [[udf udf-id header pos value magk[ int-flag]] [time-rangetime-rangenamé]]

A For a numbered expert extended ACL, you can also run the following command in expert extended ACL mode to add
anACE:

A accesdist acHd{ permit | deny }[protocol [ ethernettype][ codout] [inner in]]] [[VID[out][inner in]]] {source source
wildcard| hostsourcel anylhost sourcemacaddres$any} {destination destinatiorwildcard| hostdestination|
any} {host destinationmacaddresy any} [[precedenceprecedencftostos] | [ dscpdscyg [ecnecn ] [fragment]
[rangeloweruppet [[udf udf-id header pos value magk[ int-flag]] [time-rangetime-range-nam€]

C Applying an Expert Extended ACL
By default, theexpert extended ACL is not applied to any interface, that is, the created expert extended ACL does not filter
incoming or outgoing L2 or L3 packets of a device.

Run theexpert accesgyroup {ackid | ackname} { in| out } command in interface configuration mode to apply an expert
extended ACL to a specified interface.

1.3.4 IPv6 ACL

The IPv6 ACL implements refined control on incoming and outgoing IPv6 packets of a device. You can permit or deny the entry
of specific IPv6 packets a network according to actual requirements to control access of IPv6 users to network resources.

2 2N AY 3
t NAYy OALX S
Define a series of IPv6 access rules in the IPv6 ACL, and then apply the ACL in the incoming or outgoing direction of an

interface. Thedevice checks whether the incoming or outgoing IPv6 packets match the rules and accordingly forwards or
blocks these packets.

To configure an IPv6 ACL, you must specify a unique name for this ACL.

) Unlike the IP ACL, MAC extended ACL, and expert extendeg@dCcan specify only a name but not an ID for the IPv6
ACL created.

&) Only one IP ACL, or one MAC extended ACL, or one expert extended ACL can be applied to the incoming or outgoing
direction of an interface. Besides, one more IPv6 ACL can be applied.
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C Implicit "Deny All Traffic" Rule Statement

At the end of every IPv6 ACL is an implicit "deny all IPv6 traffic" rule statement. Therefore, if a packet does not nmateh any
the packet will be denied.

For example:
ipv6 accestist ipv6_acl
10 permit ipv6host 200::1 any

This ACL permits only IPv6 packets from the source host 200::1, and denies IPv6 packets from all otfi@ishisstecause
the following statement exists at the end of this ACL: deny ipv6 any any.

@) Although the IPv6 ACL contains the litip"deny all IPv6 traffic" rule statement by default, it does not filter ND packets.

C Input Sequence of Rule Statements

Every new rule is added to the end of an ACL and in front of the default rule statement. The input sequence of statements in
an ACL is very important. It determines the priority of each statement in the ACL. When determining whether to forward or
block pa&ets, a device compares packets with rule statements based on the sequence that rule statements are created. After
locating a matched rule statement, the device does not check any other rule statement.

If a rule statement is created and permits all IPrgfic, all subsequent statements will not be checked.
For example:

ipv6 accestist ipv6_acl

10 permit ipv6 any any

20 deny ipv6 host 200::1 any

As the first rule statement permits all IPv6 packets, all IPv6 packets sent from the host 200::1 doechdhenaubsequent
deny rule with the serial number of 20, and therefore will not be denkdter the device finds that packets match the first
rule statement, it does not check the subsequent rule statements any more.

Related
Configura
tion

C Configuring arilPv6é ACL

By default, no IPv6 ACL is configured on a device.
Run theipv6 accesdist acknamecommand in global configuration mode to create an IPv6 ACL and enter IPv6 ACL mode.

C  Adding ACEs to an IPv6 ACL

By default, a newly created IPv6 ACL containisngticit ACE that denies all IPv6 packets. This ACE is hidden from users, but
takes effect when the ACL is applied to an interface. That is, all IPv6 packets will be discarded. Therefore, if you want the
device to receive or send some specific IPv6 pacleetd some ACEs to the ACL.

Run the following command in IPv6 ACL mode to add an ACE:

[sn] {permit | deny}protocolsrcipvé-prefix/prefixlen| host srcipv6-addr] anyl{dstipv6-pfix/pfix-len| host dstipv6-addr any}
[rangelower uppe} [dscpdscy[flow-labelflow-label[fragment][time-rangetm-rng-nam¢ [ log ]

C Applying an IPv6 ACL

By default, the IPv6 ACL is not applied to any interface, that is, the IPv6 ACL does not filter incoming or outgoinkelBv6 pac
of a device.

Run theipv6 traffic-filter aclkname{ in| out } command in interface configuration mode to apply an IPv6 ACL to a specified
interface.

1.3.5 ACLS80

ACLS8O refers to the expert advanced ACL, and is also called custom ACL. It filters packets based on the first 80 bytes of eve
packet.Amorg these 80 bytes, the SMAC, DMAC, SIP, DIP, and ETYPE fields in a packet are mandatory, and you can specify the
remaining 16 bytes.
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A packet consists of a number of bytes. ACL80 allows you to match the specified 16 bytes by fiitsin8biéytes of a
packet. Any bit of a tbyte field can be set to a valu@ ¢r 1), indicating whether the bit is compared. When any byte is
filtered, three factors are considered: content of the matching field, mask of the matching field, asththposition for
matching. Bits of the matching field content are in éneone mapping relationship with bits of the matching field mask. The
filtering rule specifies the value of the field to be filtered. The filtering field template specifies whbtheprresponding field
in the filtering rule should be filtered1{ndicates that the bit specified in the filtering rule should be matcliddicates that
the bit specified in the filtering rule is not matched.) Therefore, when it is required to naasgiecific bit, you must set the
corresponding bit to 1 in the filtering field templatéor example, if the bit is set tin the filtering field template, no bit is
matched no matter which bit is specified in the filtering rule.

For example,

QTECKtorfig)#expert accesbst advanced name

QTECKtonfigexp-dacl)#permit08c6b3 23456 ffffffffffff O

QTECkKtonfigexp-dacl)#deny08c6b3H54321 ffffffffffff 6

The custom ACL matches any byte of the first 80 bytes in a L2 data frame according to user' definitfiters packets
accordingly. To properly use a custom ACL, you must havedapth understanding about the structure of a L2 data frame.
The following shows the first 64 bytes of a L3 data frame (every letter represents a hexadecimal number, ahdcehetters
represent one byte):

AA AA AA AA AA AA BB BB BB BB BB BB CC CC DD DD

DD DD EE FFGGHHHHHH 1111 JJ KK LL LL MM MM

NN NN OO PP QQ QQ RRRRRRRR SSSSSSSSTTTT

UU UU VV VV VV VW WW WW WW WW XY ZZ aa aa bb bb
The following table describéke meaning and offset of each letter:

Letter | Meaning Offset Letter Meaning Offset
A Destination MAC address 0 (0] Time To Live (TTL) field 34
B Source MAC address 6 P Protocol number 35
C VLAN tag field 12 Q IP checksum 36
D Data frame length 16 R Source IP address 38
E (DSSXE)E)“;?Q dserwce access point 18 S Destination IP address 42
F ]?é)llérce service access point (SSAP) 19 T TCP source port 16
G Cntl field 20 U TCP destination port 48
H Org Code field 21 V Serial number 50
I Encapsulated data type 24 W Acknowledgment field 54
J IP version number 26 XY IP header length and reserved bil 58
K TOS field 27 Z Reserved bit and flags bit 59
L IP packet length 28 a Windows size field 60
M ID 30 b Miscellaneous 62
N Flags field 32

In the above table, the offset of each field is the offset of this field in the tagged 802.3 SNAP packet. In a customo&@lL, yo
use the rule mask and offset jointly to extract any byte from the first 80 bytes of a data frame, compare the byte widle the r
customized in the ACL, and then filter matched data frames for further proceg§xistpmized rules may be some fixed

attributes of data. For example, to obtain all TCP packets, you can define the rule as "06", rule mask as "FF", antBffset as
Then, the device can use the rule mask and offset jointly to extract the content of TCP protocol number field in a recaived dat
frame, and compare the extracted content with the rule to obtain all TCP packets.

& Only switches support the ACLS0.

) The ACLSO supports filtering of the Ethernet, 803.3 SNAP, and 802.3 LLC packets. If the values of the fields from DSAP to
cntl are set to AAAAO3, the ACL is used to filter the 803.3 SNAP packets. If the values of the fields from DSAP to cntl are
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set to EOBO3, the ACL is used to filter the 803.3 LLC pacKkesvalue of the cntl field cannot be configureditter
Ethernet packets.

) The ACL8O can be configured to compare packets with any of the 16 bytes. If the 16 bytes are already used, no ACE can
be confgured to compare packets with fields in any other bytes.

Related
Configura
tion

C Configuring an Expert Advanced ACL

By default, no expert advanced ACL is configured on a device.

Run theexpert accesdist advancedacknamecommand in global configuration mode to create an expert advanced ACL and
enter expert advanced ACL mode.

C Adding ACEs to an Expert Advanced ACL

By default, a newly created expert advanced ACL contains an implicit ACE that denies all packets. ThadACEash
users, but takes effect when the ACL is applied to an interface. That is, all L2 packets will be discarded. Therefaamntif you
the device to receive or send some specific L2 packets, add some ACEs to the ACL.

A Runthe $n { permit | deny} hex hexmask offsecommand in expert advanced ACL mode to add an ACE to the expert
advanced ACL.

C Applying an Expert Advanced ACL

By default, the expert advanced ACL is not applied to any interface, that is, the created expert advanced ACL does not filter
incoming or outgoing packets of a device.

Run theexpert accesgroupackname{ in| out } command in interface configuration mode to apply an expert advanced ACL
to a specified interface.

1.3.6 ACL Redirection

ACL redirection allows a device to analyze rezipackets and redirect the packets to a specified port for forwarding.
analyze specific incoming packets of a device, you can configure the ACL redirection function to redirect packets naeseting rul
to a specified port and capture packets on this gortanalysis.

22N Ay 3
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Bind different ACL policy to an interface and specify an output destination interface for each policy. When receivingopackets
this interface, the device searches ACL policies bound to this interface one by one. 1§ paatah criteria described in a

certain policy, the device forwards packets on the destination interface specified by the policy, thus redirecting pasarts ba
on traffic.

) Only switches support the ACL redirection function.

&) ACL redirection takes effect only in the incoming direction of an interface.

Related

Configura

tion

C Configuring an ACL

Before configuring ACL redirection, configure an ACL. For details about how to configure an ACL, see the earlier descriptions
about ACL enfiguration.

C  Adding ACEs to an ACL

For details about how to add ACEs to an ACL, see the earlier descriptions about the IP ACL, MAC extended ACL, expert
extended ACL, or IPv6 ACL.

. QTECH | www.qtech.ru

MUP [OOCTYNHEE



X ¢} o " mt 5} co TE"o ot -y

1. Caﬁiguring the ACL 17

C Configuring ACL Redirection

By default, ACL redirection is not configuredadevice.

Run theredirect destinationinterfaceinterfacenameacl{actid | ackname} in command in interface configuration mode to
configure ACL redirection.

@) You can configure the ACL redirection function only on an Ethernet interface or AP.

1.3.7 Global Security ACL

To meet the requirements of security deployment, the pbased ACL is often configured to filter out virus packets and obtain
packets with certain characteristics, for example, packets that attack the TCR/pandus virus packets istin a global

network environment, and the identification features of virus packets under each port are identical or similar. Therefore, an
ACL is generally created. After the deny ACE for matching virus signatures is added to the ACLb#se@d@Cls applied to
each port on the switch to filter out virus packets.

For two reasons, it is not convenient to use the goased ACLs in antivirus scenarios such as virus filtering. The first reason is
that the portbased ACL must be configured on everytpehich results in repeated configuration, poor operation

performance, and oveconsumption of ACL resources. The second reason is that the access control function of the ACL is
weakened. As the potbased ACL is used for virus filtering, basic functidribe ACL, such as route update restriction and

network access restriction, cannot be used properly. The global security ACL can be used for global antivirus deployment and
defense without affecting the po#thased ACLBy running only one command, youncanake the global security ACL takes

effect on all L2 interfaces. In contrast, the pbesed ACL must be configured on every interface.

22NJ Ay 3
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The global security ACL takes effect on all L2 interfaces. When both the global security AClpartebteed ACL are
configured, both take effect. Packets that match the global security ACL are directly filtered out as virus packetsthidackets
do not match the global security ACL are still controlled by the-pased ACL. You can disable the gleleaurity ACL on

some ports so that these ports are not controlled by the global security ACL.

&) The global security ACL is mainly used for virus filtering. Therefore, in an ACL associated with the global security ACL, onl
the deny ACEs take effect, arftetpermit ACEs do not take effect.

) Unlike the secure ACL applied to a port, the global security ACL does not contain the default "deny all traffic" ACE, that is
all packets that do not match the ACL are permitted.

&) A global secure ACL can take effect either on a L2 port or a routed port. That is, it takes effect on all the following types
of ports: access port, trunk port, hibird port, routed port, and AP (L2 ofTlh&) global secure ACL does not take effect on
an /1.

&) You can disable the global security ACL on an individual physical port or AP, but not on a member port of an AP.

) The global secure ACL supports only the associated IP standard ACL, IP extended ACL, MAC extended ACL and expert
extended ACL.

Related

Canfigura

tion

C Configuring an ACL

Before configuring the global security ACL, configure an ACL. For details about how to configure an ACL, see the earlier
descriptions about ACL configuration.

C  Adding ACEs to an ACL
For details about how to add ACEs to an A€k the earlier descriptions about the IP ACL.

C Configuring a Global Security ACL

By default, no global security ACL is configured on a device.
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Run thefip |[mac | Expert} accessgroupackid { in | out } command in global configuration mode to enable tflebal security
ACL.

C Configuring an Exclusive Interface of the Global Security ACL

By default, no exclusive interface is configured for the global security ACL on a device.

Run theno global ip accesgroupcommand in interface configuration to disablestglobal security ACL on a specified
interface.

1.3.8 Security Channel

In some application scenarios, packets meeting some characteristics may need to bypass the checks of access control
applications. For example, before DOT1X authentication, users are altoiaglin to a specified website to download the
DOT1X authentication client. The security channel can be used for this puvjghea.the security channel configuration
command is executed to apply a secure ACL globally or to an interface, this ACL beeseaweity channel.

22N Ay 3
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The security channel is also an ACL, and can be configured globally or for a specified interface. When arriving aten interfa
packets are check on the security channel. If meeting the matching conditions ofdimétgehannel, packets directly enters a
switch without undergoing the access control, such as port security, Web authentication, 802.1x, and IP+MAC bindiAg check.
globally applied security channel takes effect on all interfaces except exclusive éeterfa

&) The deny ACEs in an ACL that is applied to a security channel do not take effect. In addition, this ACL does not contain an
implicit "deny all traffic" rule statement at the end of the ACL. If packets do not meet matching conditions of the security
channel, they are checked according to the access control rules in compliance with the relevant process.

You can configure up to eight exclusive interfaces for the global security channel. In addition, you cannot configure
interface-based security channei these exclusive interfaces.

LT | aSOdNRGe OKIyySt A& FLIWXASR G2 +y AyuSNFIOS KAt S |
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If both portbased migratable authentication mode and security channel are applied to an irgetfecsecurity channel

does not take effect.

An IPv6 ACL cannot be configured as a security channel.

Only switches support the security channel.

Related

Configura

tion

C Configuring an ACL

Before configuring the security channel, configure an ACL. Foitsdabeut how to configure an ACL, see the earlier
descriptions about ACL configuration.

C  Adding ACEs to an ACL

For details about how to add ACEs to an ACL, see the earlier descriptions about the IP ACL, MAC extended ACL, or expert
extended ACL.

C Configurirg a Security Channel on an Interface

By default, no security channel is configured on an interface of a device.

Run thesecurity accesgroup{actid | ackname} command in interface configuration mode to configure the security channel
on an interface.

C Configuring a Global Security Channel

By default, no global security channel is configured on a device.
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Run thesecurity global accesgroup{actid | ackname} command in interface configuration mode to configure a global
security channel.

C Configuring an Exclusive Interface for the Global Security Channel

By default, no exclusive interface is configured for the global security channel on a device.

Run thesecuity uplink enablecommand in interface configuration mode to configure a specified interface as the exclusive
interface of the global security channel.

1.3.9 SVI Router ACL

By default, an ACL that is applied to an SVI also takes effect on L2 packets forwarded within a VLAN and L3 packets forwarded
between VLANs. Consequently, users in the same VLAN may fail to communicate with eachhetle¢ore, a switchover
method is provided so that the ACL that is applied to an SVI takes effect onfyubing packets between VLANs

22NJ Ay 3
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By default, the SVI router ACL function is disabled, and an SVI ACL takes effect on L3 packets forwarded between VLANs and L2

packets fowarded within a VLANAfter the SVI router ACL function is enabled, the SVI ACL takes effect only on L3 packets
forwarded between VLANSs.

& Only switches support the SVI router ACL.

Related

Configura

tion

C Configuring an ACL

Before configuring the SVI router B@onfigure and apply an ACL. For details about how to configure an ACL, see the earlier
descriptions about ACL configuration.

C  Adding ACEs to an ACL

For details about how to add ACEs to an ACL, see the earlier descriptions about the IP ACL, MAC &lterdpdr
extended ACL, or IPv6 ACL.

C Applying an ACL

For details about how to apply an ACL, see the earlier descriptions about the IP ACL, MAC extended ACL, expert extended ACL,
or IPv6 ACIApply the ACL in SVI configuration mode.

C Configuring the SVI Rier ACL

Run thesvi router-acls enablecommand in global configuration mode to enable the SVI router ACL so that the ACL that is
applied to an SVI takes effect only on packets forwarded at L3, and not on packets forwarded at L2 within a VLAN.

1.3.10 ACL Logging

ACL logging is used to monitor the running status of ACEs in an ACL and provide essential information for routine network
maintenance and optimization.

2 2N AY 3
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To better learn the running status of ACLs on a device, you can determine whetpadify the ACL logging option as
required when adding ACEs. If this option is specified, logs are output when packets matching ACEs a€olagd. are

displayed based on ACEs. That is, the device periodically displays ACEs with matched packetsuantokethof matched
packets. An example of the log is as follows:

*Sep 9 16:23:06: %AGEMATCH: ACL 100 ACE 10 permit icmp any any, match 78 packets.

To control the amount of logs and output frequency, you can configure the log update interval.
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@) An ACE containing the ACL logging option consumes more hardware resources. If all configured ACEs contain this option,
the ACE capacity of a device will be reduced by half.

A By default, the log update interval is 0O, that is, no log is outpfier the ACllogging option is specified in an ACE, you
need to configure the log update interval to output related logs; otherwise, logs are not output.

A For an ACE containing the ACL logging option, if no packet is matched in the specified interval, no packef logtchi
related to this ACE will be output. If matched packets are found in the specified interval, packet matching logs related to
this ACE will be output when the interval expir€ee number of matched packets is the total number of packets that
match the ACE during the specified interval, that is, the period from the previous log output to the current log output.

4 Only switches support the ACL logging function.
& You can configure the ACL logging option only for an IP ACL or an IPv6 ACL.

Related

Configura

tion

C Configuring an ACL

Configure an ACL before configuring ACEs containing the ACL logging option. For details about how to configure an ACL, see
the earlier descriptions about ACL configuration.

C Adding ACEs to an ACL

For details about how to add ACEs to an ACL, see the earlier descriptions about the IP ACL andNBiétA&tlthe ACL
logging option must be configured.

C Configuring the Log Update Interval

Run the ip | ipv6} accesdist log-update inervaltime command in the configuration mode to configure the interval at which
the ACL logs are output.

C Applying an ACL
For details about how to apply an ACL, see the earlier descriptions about the IP ACL and IPv6 ACL.

1.3.11 Packet Matching Counters
In addition to ACL logs, packet matching counters provide another choice for routine network maintenance and optimization.

22N Ay 3
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To implement network management, users may want to know whether an ACE has any matched packets and how many
packes are matched.ACLs provide the AfalSed packet matching counters. You can enable or disable packet matching
counters for all ACEs in an ACL. When a packet matches the ACE, the corresponding counter increméoiisday Tun the
clear counters accedsst [ ackid | ackname] command to reset counters of all ACEs in an ACL for a new round of statistics.

@) Enabling ACL counters requires more hardware entries. In an extreme case, this will reduce by half the number of ACEs
that can be configured on a deeic

2 You can enable packet matching counters on an IP ACL, MAC ACL, expert ACL, or IPv6 ACL.
i Only switches support the ACL packet matching counters.

Related

Configura

tion

C Configuring an ACL

Configure an ACL before configuring ACEs containing the ACL logtiping For details about how to configure an ACL, see
the earlier descriptions about ACL configuration.
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C  Adding ACEs to an ACL

For details about how to add ACEs to an ACL, see the earlier descriptions about tNeta@hat the ACL logging option must
be configured.

C Enabling Packet Matching Counters

To enable packet matching counters on an IP ACL, MAC ACL, or expert ACL nnan {hexpert| ip} accesdist counter{ act
id | ackname} command in global configuration mode.

To enable packet matchingpunters on an IPv6 ACL, run ipe6 accesdist counteracknamecommand in global
configuration mode.

C Applying an ACL

For details about how to apply an ACL, see the earlier descriptions about the IP ACL, MAC extended ACL, expert extended ACL,
or IPv6ACL.

C Clearing Packet Matching Counters

Run theclear countersaccestst [ackid | ackname] command in privileged EXEC mode to reset packet matching counters.

1.3.12 Fragmented Packet Matching Mode
In fragmented packet matching mode, an ACL can implement more refined control on fragmented packets.

22N Ay 3
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IP packets may be fragmented when transmitted on the network. When fragmentation occurs, only the first fragment of the
packet containshe L4 information, such as the TCP/UDP port number, ICMP type, and ICMP code, and other fragmented
packets do not contain the L4 information. By default, if an ACE contains the fragment flag, fragmented packets excgpt the fi
fragments are filtered. lin ACE does not contain the fragment flag, all fragmented packets (including the first fragments) are
filtered. In addition to this default fragmented packet matching mode, a new fragmented packet matching mode is provided.
You can switch between the tweafgmented packet matching modes as required on a specified ACL. In the new fragmented
packet matching modef an ACE does not contain the fragment flag and packets are fragmented, the first fragments are
compared with all the matching fields (includingdr®l L4 information) defined in the ACE, and other fragmented packets are
compared with only the no.4 information defined in the ACE.

@ Inthe new fragmented packet matching mode, if an ACE does not contain the fragment flag and the action is Permit, this
type of ACE occupies more hardware entries. In an extreme case, this will reduce by half the number of hardware
entries. If Established is configured for filter the TCP flag in an ACE, more hardware entries will be occupied.

@ The ACL will be temporarilyefiective during switchover of the fragmented packet matching mode.
@

In the new fragmented packet matching mode, if an ACE does not contain the fragment flag, the L4 information of
packets needs to be compared, and the action is Permit, the ACE chedi&ahd L4 information of the first fragments

of packets, and checks only the L3 information of other fragmented packets. If the action is Deny, the ACE checks only
the first fragments of packets, and ignores other fragmented packets.

& Inthe new fragmentegbacket matching mode, if an ACE contains the fragment flag, the ACE checks only fragmented
packets but not the first fragments of packets no matter whether the action in the ACE is Permit or Deny.

& Only the IP extended ACL and the expert extended ACloguppitching between the two fragmented packet matching
modes.

4 Only switches support filtering of fragmented packets

Related

Configura

tion

C Configuring an ACL

For details about how to configure an ACL, see the earlier descriptions about the IP ACLeanex¢ésmpded ACL.
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C  Adding ACEs to an ACL

For details about how to add ACEs to an ACL, see the earlier descriptions about the IP ACL and expert extéotedeCL.
the fragment option must be added.

C Switching the Fragmented Packet Matching Mode

Run the [no] {ip | expert} accesdist new-fragmentmode{ actid | ackname} command in global configuration mode to
switch the fragmented packet matching mode.

C Applying an ACL

For details about how to apply an ACL, see the earlier descriptions about the IP ACL and expert extended ACL.

1.4 [AYAGlLI GA2Yy A
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On theQSW6900series products, the ACL applied to the inbound direction does not support "NEQ" matching e feyts
for TCRand UDP packets, and the ACL applied to the outbound direction supports only "EQ" matching-dmlaysifor TCF
and UDP packets.

IPv6 ACLsonfigured on theQSW6900series products support matching by the following fielgisotocol, sip, 14_sr¢ dip,
I4_dst, dscp andflow_label. An IPv6 ACL supports matching only based on the following two field groups:

= protocol, sip, 14_src, 14_dst, dscp, flow_label, range
= protocol, dip, 14_src, 14_dst, dscp, flow_label, range

=  An ACL cannot use all the fields for matchlngaddition, IPv6 ACLs do not support matching by fragment nor matc
by flow label in the outbound direction.

= When only higkorder 64 bits (the mask tgth is less than or equal to 64) need to be matched for the source IP ad
and destination IP address, matching by the |Pwépe is supported.

On the QSW6900 series products, security ACLs applied to an SVI are effective to bothin#id pakets forwarded by
bridges and inteivLAN routing packets. As a result, users in the VLAN cannot perform communication.

The QSW6900series products cannot identify the fragment flag field in IPv6 packiets IPv6 ACL contains the fragme
flag, thefragment flag is ignored during packet matching. This is equivalent to absence of the fragment flag in AC
matching is performed on all packets, including the firagment packets and nefirst-fragment packets.

TheQSW6900series products support the switching of the fragment packet matching mode when IP extended ACLs o
extended ACLs are applied.

On theQSW6900series products, ACL 80 supports only the following common fields: destination MAC address, sour
address, VID, ETYPE, IP protocol number, source IPv4 address, destination IPv4 address, destination port ID, sou
ICMP type, and ICMP code.
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Configuration Item

Description and Command

Configuring an IP ACL

A (Optional)lt is used to filter IPv4 packets.

ip accesdist standard

Configures a standard IP ACL.

ip accesdist extended

Configures an extended IP ACL.

permit host anytime-range log

Adds a permit ACE to a standard IP ACL.

deny host anytime-range log

Adds a deny ACE to a standard IP ACL.

permit host any host any tos dscp
precedence fragmentime-range log

Adds a perntiACE to an extended IP ACL

deny host any host any tos dscp precedenc
fragmenttime-range log

Adds a deny ACE to an extended IP ACL

ip accesggroup in out

Applies a standard or an extended IP ACL

Configuring an MAC
Extended ACL

A\ (Optional)lt is used to filter L2 packets.

mac accessist extended

Configures an MAC extended ACL.

permit any host any host cos inngime-
range

Adds a permit ACE to an Magtended
ACL.

deny any host any host cos innéme-range

Adds a deny ACE to an MAC extended A

mac accesgroup in out

Applies an MAC extended ACL.

Configuring an Expert
Extended ACL

A (Optional)lt is used to filter L2 and L3 packets.

expert accesdist extended

Configures an expert extended ACL.

permit cos inner VID inner host any host an
host any host any precedence tos fragment
range timerange

Adds a permit ACE to an expertended
ACL.

deny cos inner VID inner host any host any
host any host any precedence tos fragment
range timerange

Adds a deny ACE to an expert extended
ACL.

expert accesgroup in out

Applies an expert extended ACL.

Configuring an IPv6
Extended ACL

QA (Optional)lt is used to filter IPv6 packets.

ipv6 accesdist

Configures an IPv6 ACL.

permit host any host any range dscp flow
label fragment timerange log

Adds a permit ACE & IPv6 ACL.

deny host any host any range dscp flew
label fragment timerangelog

Adds a deny ACE to an IPv6 ACL.

ipv6 traffic-filter in out

Applies an IPv6 ACL.
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Configuring an ACL80

A (Optional)lt is used to customize the fields for filter L2 and L3 packets.

expert accesdist advanced

Configures an expert advanced ACL.

permit Adds a permit ACE to an expert advance(
ACL.
deny Adds a deny ACE to an expert advanced

ACL.

expertaccessgroup in out

Applies an expert advanced ACL

Configuring ACL Redirectiot

SA (Optional)lt is used to redirect packets meeting the rules to a specified interface.

redirect destinationinterface acl in

Configures ACL redirection.

Configuring a Global
Security ACL

A (Optional)lt is used to make an ACL take effect globally.

ip accessgroup in out

Applies a global security ACL in global
configuration mode.

no global ip accesgroup

Configures an interface as the exclusive
interface of the global security ACL in
interface configuration mode.

Configuring a Security
Channel

A (Optional)lt is used to enable packets meeting some characteristics to bypass the
checks of access control applications, such as the DOT1X and Wehtaation.

security accesgroup

Enables the security channel in interface
configuration mode.

security global accesgroup

Enables the security channel in global
configuration mode.

security uplink enable

Configures an interface as tlesclusive
interface of the global security channel in
interface configuration mode.

Configuring Comments for
ACLs

A (Optional)lt is used to configure comments for an ACL or ACE so that users can ¢
identify the functions of the ACL or ACE.

list-remark

Configures a comment for an ACL in ACL
configuration mode.

accesdist list-remark

Configures a comment for an ACL in glob
configuration mode.

remark

Configures a comment for an ACE in ACL
configuration mode.

1.5.1 Configuring an IP ACL

Configura
tion
Effect
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Configure and apply an IP ACL to an interface to control all incoming and outgoing IPv4 packets of this interface. You can
permit or deny the entry of specific IPv4 packets to a network to control access of IP users to network resources.

Notes
N/A

Configua
tion Steps

C Configuring an IP ACL

A (Mandatory)Configure an IP ACL if you want to control access of IPv4 users to network resources.
A You can configure this ACL on an access, an aggregate, or a core device based on the distributio bé UBeACL
takes effect only on the local device, and does not affect other devices on the network.

C  Adding ACEs to an IP ACL
A (Optional)An ACL may contain zero or multiple ACEs. If no ACE is configured, all incoming IPv4 packets of the device
are denied by default.
C Applying an IP ACL
A (Mandatory)Apply an IP ACL to a specified interface if you want this ACL take effect.

A You can apply an IP ACL on a specified interface of an access, an aggregate, or a core device based on the distribution
of users.

Verificati
on

A Use thefollowing methods to verify the configuration effects of the IP ACL:

A Run thepingcommand to verify that the IP ACL takes effect on the specified inteff@zeexample, if an IP ACL is
configured to prohibit a host with a specified IP address or hosissppecified IP address range from accessing the
network, run thepingcommand to verify that the host(s) cannot be successfully pinged.

A Access related network resources to verify that the IP ACL takes effect on the specified interface. For examplfeacces
Internet or access the FTP resources on the network through FTP.

Related
Command
S

C Configuring an IP ACL

Command ip accesdist { standard | extended} {ackname| ackid }
Parameter standard Indicates that a standard IP ACL is created.
Description extended Indicates that an extended IP ACL is created.

ackname Indicates the name of a standard or an extended IP ACL. If this option is configured, a na
ACL is created. The name is a string of 1 tol@@actersThe ACL name cannot start with numbers9)0)
"in", or "out".
achid: Indicates the ID that uniquely identifies a standard or extended IP ACL. If this option is config
a numbered ACL is created. If a standard IP ACL is created, thearajaeofackid is 199 and 130Q
1999. If an extended IP ACL is created, the value ranagetofis 10199 and 200§2699.

Command Global configuration mode

Mode

Usage Guide = Run this command to configure a standard or an extended IP ACL and enter standard or extended
configuration modelf you want to control access of users to network resources by checking the soul
address of each packet, configure a standard@R.Af you want to control access of users to network
resources by checking the source or destination IP address, protocol number, and TCP/UDP sourci
destination port, configure an extended IP ACL.

C Adding ACEs to an IP ACL
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A Add ACEs to a standard IP ACL
Use either of the following methods to add ACEs to a standard IP ACL:

Command

[ sn] { permit | deny} {hostsource| any| sourcesourcewildcard} [ time-rangetime-rangename] [ log

]

Parameter
Description

sn Indicates the sequence number of an ACE. The value ranges from 1 to 2,147,483,647. This seq
number determines the priority of this ACE in the ACL. A smaller sequence number indicates a high
priority. An ACE with a higher priority will be preferiaily used to match packett.you do not specify
the sequence number when adding an ACE, the system automatically allocates a sequence numbe
is equal to an increment (10 by default) plus the sequence number of the last ACE in the current AC
example, if the sequence number of the last ACE is 100, the sequence number of adéedyACE will
be 110 by default. You can adjust the increment using a command.

permit: Indicates that the ACE is a permit ACE.

deny: Indicates that the ACE is a deny ACE.

host source Indicates that IP packets sent from a host with the specified source IP address are filter
any: Indicates that IP packets sent from any host are filtered.

sourcesourcewildcard:Indicates that®P packets sent from hosts in the specified IP network segment
filtered.

time-rangetime-range-name:Indicates that this ACE is associated with a time range. The ACE takes
only within this time range. For details about the time range, see tméiguration manual of the time
range.

log: Indicates that logs will be periodically output if packets matching the ACEs are found. For detai
about logs, see "ACL Logging" in this document.

Command
Mode

Standard IP ACL configuration mode

Usage Guide

Run this command to add ACEs in standard IP ACL configuration mode. The ACL can be a named
numbered ACL.

Command

accesdist ackid { permit | deny} {hostsource| any| sourcesourcewildcard} [ time-rangetm-rng-name
1[log]

Parameter
Description

ackid: Indicates the ID of a numbered ACL. It uniquely identifies anTh€Llalue range afckid is 10Q;
199 and 130§1999.

permit: Indicates that the ACE is a permit ACE.

deny: Indicates that the ACE is a deny ACE.

host source Indicates that IP packets sent from a host with the specified source IP address are filter|
any: Indicates that IP packets sent from any host are filtered.

sourcesourcewildcard:Indicates thatP packets sent from hosts in the specified IP network segment
filtered.

time-rangetime-range-name:Indicates that this ACE is associated with a time range. The ACE takes
only within this time range. For details about the time range, see tméiguration manual of the time
range.

log: Indicates that logs will be periodically output if packets matching the ACEs are found. For detai
about logs, see "ACL Logging" in this document.

Command
Mode

Standard IP ACL configuration mode

Usage Guide

Run this command to add ACEs to a numbered IP ACL in global configuratiaft naodet be used to
add ACEs to a named IP ACL.

A Add ACEs to an extended IP ACL.
Use either of the following methods to add ACEs to an extended IP ACL:
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Command [ sn] {permit| deny} protocol{hostsource| any| sourcesourcewildcard} {hostdestination| any|

destination destinatiorwildcard} [ [ precedenceprecedencég tostos] ]| dscpdscy [ fragment] [ time-
rangetime-rangename] [ log ]

Parameter sn Indicates the sequence number of an ACE. The value ranges from 1 to 2,147,483,647. This seq
Description number determines the priority of this ACE in the ACL. A smaller sequence number indicates a high
priority. An ACE with a higher priority will be preferiaily used to match packett.you do not specify
the sequence number when adding an ACE, the system automatically allocates a sequence numbe
is equal to an increment (10 by default) plus the sequence number of the last ACE in the current AC
example, if the sequence number of the last ACE is 100, the sequence number of adeedyACE will
be 110 by default. You can adjust the increment using a command.

permit: Indicates that the ACE is a permit ACE.

deny: Indicates that the ACE is a deh@E.

protocol Indicates the IP protocol number. The value ranges from 0 to 255. To facilitate the use, the
system provides frequentiysed abbreviations to replace the specific IP protocol numbers, including
eigrp, gre, icmp, igmp, ip, ipinip, nos ospf, tcp, andudp.

host source Indicates that IP packets sent from a host with the specified source IP address are filter|
sourcesourcewildcard:Indicates that IP packets sent from hosts in the specified IP network segment
filtered.

host destindion: Indicates that IP packets sent to a host with the specified destination IP address ar
filtered. If theany keyword is configured, IP packets sent to any host are filtered.

destination destinatiorwildcard:Indicates that IP packets sent to hostgispecified IP network segmen
are filtered.

any: Indicates that IP packets sent to or from any host are filtered.

precedenceprecedencetndicates that IP packets with the specified precedéild in the header are
filtered.

tos tos: Indicates that IP packets with the specified the type of service (TOS) field in the header are
filtered.

dscpdscp Indicates that IP packets with the specified the dfisfal in the header are filtered.

ecnem: Indicates that IP packets with the specified éiefd in the header are filtered.

fragment: Indicates that only fragmented IP packets except the first fragments are filtered.
time-rangetime-range-name:Indicates that this ACE is associated with a time range. The ACE takes
only within this time range. For details about the time range, see the configuration manual of the tim
range.

log: Indicates that logs will be periodically output if packetschang the ACEs are found. For details
about logs, see "ACL Logging" in this document.

Command Extended IP ACL configuration mode
Mode

Usage Guide | Run this command to add ACEs in extended IP ACL configuration mode. The ACL can be a named
numbered ACL.

Command accesdist ackid { permit | deny} protocol{hostsource] any| sourcesourcewildcard} fhostdestination
| any| destination destinfion-wildcard} [ [ precedenceprecedencé tostos] ] | dscpdscy [ fragment]
[ time-rangetime-rangename] [ log]

Parameter ackid: Indicates the ID of a numbered ACL. It uniquely identifies anT&@lvalue range afckid is 10Q;
Description 199 and 20061999

sn Indicates the sequence number of an ACE. The value ranges from 1 to 2,147,483,647. This seq
number determines the priority of this ACE in the ACL. A smaller sequence number indicates a higk
priority. An ACE with a higher priority will be prefenafily used to match packetH.you do not specify
the sequence number when adding an ACE, the system automatically allocates a sequence numbe
is equal to an increment (10 by default) plus the sequence number of the last ACE in the current AC
example, if the sequence number of the last ACE is 100, the sequence number of @deedyACE will
be 110 by default. You can adjust the increment using a command.

permit: Indicates that the ACE is a permit ACE.
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deny: Indicates that the ACE is a dek@E.

protocot Indicates the IP protocol number. The value ranges from 0 to 255. To facilitate the use, th
system provides frequentiysed abbreviations to replace the specific IP protocol numbers, including
eigrp, gre, icmp, igmp, ip, ipinip, nos osg, tcp, andudp.

host source Indicates that IP packets sent from a host with the specified source IP address are filter
sourcesourcewildcard:Indicates that IP packets sent from hosts in the specified IP network segmen
filtered.

host destimtion: Indicates that IP packets sent to a host with the specified destination IP address ar
filtered. If theany keyword is configured, IP packets sent to any host are filtered.

destination destinatioswildcard:Indicates that IP packets sent to hostsai specified IP network segmen
are filtered.

any. Indicates that IP packets sent to or from any host are filtered.

precedenceprecedencetndicates that IP packets with the specified preceddield in the header are
filtered.

tos tos: Indicates that IP packets with the specified the type of service (TOS) field in the header are
filtered.

dscpdscp Indicates that IP packets with the specified the didslal in the header are filtered.

ecnem: Indicates that IP packets with the specified éefd in the header are filtered.

fragment: Indicates that only fragmented IP packets except the first fragments are filtered.
time-rangetime-range-name:Indicates that this ACE is associated with a tiemee. The ACE takes effe
only within this time range. For details about the time range, see the configuration manual of the tin
range.

log: Indicates that logs will be periodically output if packets matching the ACEs are found. For detai
about logs see "ACL Logging" in this document.

Command Extended IP ACL configuration mode
Mode
Usage Guide | Run this command to add ACEs to a numbered IP ACL in extended IP ACL configuratibicanode be

used to add ACEs to a named extended IP ACL.

C Applying an

IP ACL

Command ip accesgyroup{ ackid | ackname} {in| out} [reflect]
Earamett_er ackid: Indicates that a numbered standard or extended IP ACL will be applied to the interface.
escription
: ackname Indicates that a named standard or emtked IP ACL will be applied to the interface.
in: Indicates that this ACL controls incoming IP packets of the interface.
out: Indicates that this ACL controls outgoing IP packets of the interface.
reflect: Indicates that the reflexive ACL is enabled.
GCommand Interface configuration mode
Mode
Usage Guide | This command makes an IP ACL take effect on the incoming or outgoing packets of a specified inte
Configura
tion
Example

O ¢KS F2tt26Ay3 O2yFAIAdNINKBRY (I SEI T2 SA BENONADBEDP2Yy &

A

C Configuring an IP ACL to Prohibit Departments Except the Financial Department from Accessing the Financial Data

Server
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Scenario
Figurel-3

Financial Data Server
12.1.1.1124

[

VI 1124 10.1.1.2/24 & w124 1M111.224,
n ’ . £
.. Financial Dept__~ e R&D Dept. .~

-

-
s R

Configuration
Steps

Configure an IP ACL.
Add ACEs to the IP ACL.
Apply the IP ACL to the outgoing direction of the interface connecting the financial data se

> > >

SW1

swl(config)#ip accedst standard 1
swl(configstd-nacl)#permit 10.1.1.0 0.0.0.255
swl(configstd-nacl)#deny 11.1.1.1 0.0.0.255
swl(configstd-nacl)#eit

swl(config)#int gigabitEthernet 0/3
swl(configif-GigabitEthernet 0/3)#ip acceggsoup 1 out

Verification

A OnaPC of the R&D department, ping the financial data server. Verify that the ping operation
A OnaPC of the financial department, ping the financial data server. Verify that the ping operat
succeeds.

SW1

swl(config)#show accedists

ip acceslist standard 1
10 permit 10.1.1.0 0.0.0.255
20 deny 11.1.1.0 0.0.0.255

swl(config)#show accegsoup
ip accesgyroup 1 out
Applied On interface GigabitEthernet 0/3
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1.5.2 Configuring an MAC Extended ACL

Configura

tion

Effect

Configure and apply an MAC extended ACL to an interface to control all incoming and outgoing IPv4 packets of this interface.

You can permit or deny the entry of specific L2 packets to a network to control access of users to network resources based on
L2 pakets.

Notes
N/A

Configura
tion Steps

C /2yTFAIANAYI +y a!/ 9EGSYRSR !/

A (Mandatory)Configure an MAC extended ACL if you want to control users' access to network resources based on the L2
packet header, for example, the MAC address of each user's PC.

A You can configure this ACL on an access, an aggregate, or a core device based on the distributiorTbé MAG.
extended ACL takes effect only on the local device, and does not affect other devices on the network.

C 'RRAY3 1/9a G2 +y a!/ 9EGSYRSR /|

A (Optional)An ACL may contain zero or multiple ACEs. If no ACE is configured, all incoming L2 Ethernet packets of the
device are denied by default.

C 'WLXeAy3I +y al!/ SEGSYRSR !/ ]

A (Mandatory)Apply an MAC extended ACL to a specified interface if you wark@iisake effect.

A You can apply an MAC extended ACL on a specified interface of an access, an aggregate, or a core device based on the
distribution of users.

Verificati
on

A Use the following methods to verify the configuration effects of the MAC extended ACL

A If an MAC extended ACL is configured to permit or deny some IP packets, pingkemmand to check whether
ACEs of this ACL takes effect on the specified interFaareexample, an MAC extended ACL is configured to prevent
a device interface from reiving IP packets (Ethernet type is 0x0800), runpiing command for verification.

A If an MAC extended ACL is configured to permit or deny somdmpackets (e.g. ARP packets), also rurpthg
command to check whether ACEs of this ACL takes effdbiecspecified interface. For example, to filter out ARP
packets, run theping command for verification.

A You can also construct L2 packets meeting some specified characteristics to check whether the MAC extended ACL
takes effect.Typically, prepare two PCsonstruct and send L2 packets on one PC, enable packet capturing on
another PC, and check whether packets are forwarded as expected (forwarded or blocked) according to the action
specified in the ACEs.

Related
Command
S

C /2yFAIdNAYI Ly al/ 9EGSYRSR ! /]

Canmand mac accesdist extended{ackname| ackid }
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Parameter ackname Indicates the name of an MAC extended ACL. If this option is configured, a named ACL i
Description created. The name is a string of 1 to 99 characters. The ACL name cannot start with nugefa(Q
or "out".
achid: Indicates the ID that uniquely identifias MAC extended ACL. If this option is configured, a
numbered ACL is created. The value rangaocbid is 700;799.
Command Global configuration mode
Mode
Usage Guide | Run this command to configure an MAC extended ACL and enter MAC extended ACL cionfiguoe.
You can configure an MAC extended ACL to control users' access to network resources by checkin
information of Ethernet packets.

C  Adding ACEs to an MAC Extended ACL

Use either of the following methods to add ACEs to an MAC extended ACL.:
A Add ACEs in MAC extended ACL configuration mode.

Command [sn] { permit | deny} {any| hostsremacadds {any| hostdstmacaddr} [ethernettype] [coscos[inner
cos]] [ time-rangetm-rng-name]

Parameter sn Indicates the sequence number of an ACE. The value ranges from 1 to 2,147,483,647. This seq

Description number determines the priority of this ACE in the ACL. A smaller sequence number indicates a higk
priority. An ACE with a higher priority will be prefenafiy used to match packetH.you do not specify
the sequence number when adding an ACE, the system automatically allocates a sequence numbe
is equal to an increment (10 by default) plus the sequence number of the last ACE in the current AC
example, if the sequence number of the last ACE is 100, the sequence number of @adéedyACE will
be 110 by default. You can adjust the increment using a command.
permit: Indicates that the ACE is a permit ACE.
deny: Indicates that the ACE is a deny ACE.
any. Indicates that L2 packets sent from any host are filtered.
host sremacaddr. Indicates that IP packets sent from a host with the specified source MAC address
filtered.
any: Indicates that L2 packetsr#eto any host are filtered.
host dstmacaddr. Indicates that IP packets sent to a host with the specified destination MAC addre
filtered.
ethernettype: Indicates that L2 packets of the specified Ethernet type are filtered.
coscos Indicateghat L2 packets with the specified class of service (cos) field in the outer tag are filt
inner cos Indicates that L2 packets with the specified cos field in the inner tag are filtered.
time-rangetime-range-name:Indicates that this ACE is assted with a time range. The ACE takes efft
only within this time range. For details about the time range, see the configuration manual of the tim
range.

Command MAC extended ACL configuration mode

Mode

Usage Guide | Run this command to add ACEs in M@nded ACL configuration mode. The ACL can be a named ¢
numbered ACL.

A Add ACEs to an MAC extended ACL in global configuration mode.

Command accesdist ackid { permit | deny} {any| hostsremacaddr} {any| hostdstmacaddr} [ethernettype]
[coscos[inner coq] [ time-rangetm-rng-name]

Parameter ackid: Indicates the ID of a numbered ACL. It uniquely identifies anTh€Llalue range alctid is 70Q;

Description 799.
permit: Indicates that the ACE is a permit ACE.
deny: Indicates that the ACE is a deny ACE.
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host srcmacaddr. Indicates that IP packets sent from a host with the specified source MAC address
filtered.

hostsourcelndicates that IP packets sent from a host with the specified source MAC addrdiesed.
any. Indicates that L2 packets sent to any host are filtered.

hostdstmacaddr. Indicates that IP packets sent to a host with the specified destination MAC addre
filtered.

ethernettype: Indicates that L2 packets of the specifigdeEnet type are filtered.

coscos Indicates that L2 packets with the specified cos field in the outer tag are filtered.

inner cos Indicates that L2 packets with the specified cos field in the inner tag are filtered.
time-rangetime-range-name:Indicates that this ACE is associated with a time range. The ACE takes
only within this time range. For details about the time range, see the configuration manual of the tin
range.

Command Global configuration mode
Mode
Usage Guide | Run this command to add ACEs to a numbered MAC extended ACL in global configuratiolih caodet

be used to add ACEs to a named MAC extended ACL.

C Applying an

MAC Extended ACL

Command mac accesgroup{ ackid | ackname} {in| out}
Parameter achid: Indicates that a numbered MAC extended IP ACL will be applied to the interface.
Description ackname Indicates that a named MAC extended IP ACL will be applied to the interface.
in: Indicates that this ACL controls incoming L2 packetseoihterface.
out: Indicates that this ACL controls outgoing L2 packets of the interface.
Command Interface configuration mode
Mode
Usage Guide | This command makes an MAC extended ACL take effect on the incoming or outgoing packets of a
specified inteface.
Configura
tion
Example

O ¢KS F2it26Ay3 O2yFTAINIKNBLYISElI 92 A BERIONADBaAD2Y T &

C Configuring

an MAC Extended ACL to Restrict Resources Accessible by Visitors
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Scenario
Figurel-4

Configuration
Steps

Configure an MAC extended ACL.

Add ACEs to the MAC extended ACL.
Apply the MAC extended ACL to the outgoing direction of the interface connected to the visito
so that visitors are allowed to access Internet and the public server of the company, but prohik

from accessing the financial data server of the compdiat is, visitors cannot access the server
with the MAC addres80c6.b®0.000d.

> > >

SW1

swl(config)#mac accedist extended 700
swl(configmacnacl)#deny any ho$10c6.b®0.000d
swl(configmacnacl)#pemit any any
swl(configmacnacl)#exit

swl(config)#int myabitEthernet 0/2
swl(configif-GigabitEthernet 0/2)#mac accegsoup 700 in

Verification

On a visitor's PC, ping the financial data server. Verify that the ping operation fails.
On a visitor's PC, ping the public resource server. Verify that the ping operation succeeds.
On a visitor's PC, access the Internet, for example, visit the Baiduteveberify that the
webpage can be opened.

> >

SW1

swl(config)#show accedists

mac acces#ist extended 700

10 deny any hosd0c6.b®0.000d etypeany
20 permit any any etypany
swl(config)#show accegsoup

mac accesgroup 700 in

Applied On interfae GigabitEthernet 0/2
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